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ll In This Session m

. See how Vitens combined HR triggers with GRC business roles using the standard role
functionality in combination with HR job key codes

. Gain insight into how Vitens uses SAP GRC as an IAM system
. Gain insight into how Vitens utilizes SAP Lumira to visualize the status quo

. See how Vitens is expanding Access Control to Active Directory using the standard LDAP
connector

. Hear how Business Role Management is being used in the role management process
. See how Vitens developed a new an improved Access Request app in FIORI




Jlll What We'll Cover

. Introduction Vitens

- Framework and architecture

. EAM (Firefighter)

. ARA (SoD Scanning, SoD Review)
. ARM (Position Bases Access Control, User Access Review)
- BRM (Rolemanagement)

. S/4 FIORI Role Concept

. FIORI Access Request app

. Provisioning to Active Directory/Legacy
. Roadmap IAM & GRC

+ Wrap-up
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Jl Introduction Vitens

. Vitens is the largest drinking water company in the Netherlands
. Service 5 provinces

5.6 MLN customers
. 49.000 km water mains

Centrally controlled water distribution

Drinking water laboratory in Leeuwarden




ll Introduction project m

- In 2016 the project ‘Implementation Authorization Policies’ was completed. With it a full
redesign of the authorization roles and the procedures was delivered. In this project we
used the CSl tool as a risk analysis tool;

. Vitens decided to automate it’s authorization processes with SAP GRC. Not only the
access risk analysis module, but a full integration of the GRC modules (Nov 2017 — Dec
2018)

. In 2019 the S/4HANA Redesign project and the IAM project started

. |AM - connect SAP GRC to Active directory/Legacy, update procedures, deprovision
current MS IAM system and redesign and clean up roles

. SI4HANA redesign - complete redesign of the Vitens SAP landscape. Transfer current
systems to S/AHANA, Succesfactors and C4C



Project approach
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Jlll Security organisation

SAP ECC SAP IS-U SAP CRM SAP BW BPMS
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’ Department manager / process owner ‘ System Owner
- Operational Security Expert (OSE) - Delegated System Owner (DSO)



Framework and architecture
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Jll Documentation Structure

Vitens Information Security Policy
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¥
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SAP Authorization Policy

SAP Authorization Naming convention SAP Usermanagement SAP Operational Security Experts

SAP Role management

SAP System parameters (incl. GRC) SAP SOLL Matrix

SAP Firefighter

SoD Ruleset (VITENS_H) SAP System Owners

SAP SoD Review
SAP Authorization Concept i
SAP User Access Review

SoD Baseline SAP Control Monitoring
SAP SoD Ruleset Management
SAP Mitigated Role Administration

SAP SOLL Matrixmanagement



Jll Documentation Mapping to Framework

Identity Lifecycle Management Authorization Management Business Alignment
A g . g @ SAP SoD Ruleset

Management
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Il Framework solution overlay mBider

SAP GRC Access Control

SAML 2.0 via Azure AD




Jll SAP GRC AC 12.0 Architecture

Access Control 12.0 Release

No portal integration we are using NWBC and FIORI

SAP Portal will be provisioned via Web Service. Later integration with
SuccessFactors

Integration to BW is not neccessary because we can use GRC Analytics
Foundation together with BO front end tools

GRC search only neccessary for PC and RM to search in documents

Integration with IDM is not applicable (we are using GRC as IDM tool)

Integration with non SAP software is not applicable.

We are only using the LDAP/AD connector in component “Other Business
Applications” and do not need to buy a GL adaptor

Any DB with SLT is not neccessary because we run native on HANA (HANA
integration)

Integration with S/4 is done via RFC with NW plugin, same for other SAP
systems

Identity & Access Governance is not being used yet but will be to provision
C4C and Azure AD

AC HANA plugin only for GRC HANA. S/4 not (yet) using analytical/smart
business/factsheets FIORI apps.

Cloud Edition

;
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Emergency Access Management
(Firefighter)




Jlll Emergency Access Management (Firefighter)

Firefighter (central and decentral) Firefight log review

Access Risk Analysis

Accurately identify and remediate SoD and critica access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant roles Emergency Access Management Automate user access assignments

in business- friendly terms and Temporarily grant super-user status with across SAP and

language. “firefighter” login IDs - in a controlled, non-SAP systems
auditable environment




Jll Central and Decentral

Firefighter is able to firefight:
+ Central (GRx) and
* Decentral (S/AHANA/ECC/ISU/CRM/BI)

For each session the firefighter needs to fill in a form with:
 Reason code

* Ticket number

» Description of transaction codes

Bevoegdheidsbeheer noodgevaltoegangsbeheer

|Firefighter-ID |F|feﬁghter-lD ... |Status |FF-ID gebr.dr |Omschriving Aanm. met FFI M
[FE_DEBUG pEvmier | com ' ' [ aam. |
FF_ORANJE1 EUVINGT [o o] Aanm. M
FF_ORANJE2 EUVINGT [ow ] Aanm.
FF_ORANJE3 EUVINGT ooa Aanm.




Jll Firefight Dashboard

Firefight overzicht

Welke firefight sessie hebben we waar en door wie gehad?

Systeem

AT WATER VOOR I WERKEN

Totaal # firefight sessles

Oranie Wl Rooc

Top 10 firefight gebruikers Firefight sessie per redencode

0 I‘;z =8

18.1%
170
) 20 30 4 144 41.8%
Firefight sessies per systeem " 10.9%
£00 o2
869.0 -

20.3%
40
1
200 1300
T == e = W Overg 10 Viszgen master transactone’s data M Detug




Access Risk Analysis




Il Access Risk Analysis (SoD management)

SoD Ruleset SoD Review Adhoc scan

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant roles Emergency Access Management Automate user access assignments

in business- friendly terms and Temporarily grant super-user status with across SAP and

language. “firefighter” login IDs - in a controlled, non-SAP systems
auditable environment




Jll SoD Ruleset

Trans'ation from CSI ru|eset, 97% match Risica's per proces " Risico's per classificatie # regels in de ruleset
Ruleset devided (Critical/High vs Medium/Low) — .
— Performance reasons — .- 1,009
— SODREV reasons % % =
Change management on ruleset is active
(ruleset is treated as masterdata)
. = _ <z
The following steps have been followed: Ll Regeaba ™ ORachiiy
VITENS_H Vitens Ruleset Hoog/Kritiek
VITENS_M Vitens Ruleset Medium/Laag
‘2 Risico wijzigen : R_BS048 - Interet Explorer E=%Ec8
St e p S Risico wijzigen : R_BS048
edkeurer Afwiize @4
a 0D-Nsico jekeur:

1. Export CSI ruleset = 'goedg s

2. Mapping processes, risks and functions with new ones Toegeogisko 0 (0708 b bty bda st ooyl

3 Translation by Protiviti * Risicosoort: | Kritieke actie bt create fictitious user accounts or unlock locked

4. Validation translation by Vitens * Bedrifsproces: | Basis v o

5. Install tool * Omschrjving:  Maintain Users (SUO1) Conkoidos

6. Upload ruleset * Risiconiveau: | Kritiek v o

7/ Run SoD analysis * Status: | Actief v

8. \Validate risks on role level

9. \Validate risks on user level

10. Troubleshooting

a. Adjust risk in GRC . .
b. Adjust risk in CSI Risk # Risk Owners
11. QA ; ; -
bl i Function * Security Team (4 eyes principle)




lll SoD Review (Safety Net) AF

Includes the following functionality:
* Plan periodic jobs

* Sreaction types

* Submit by OSE

+ Submit (formal close by DSO)

FS contrl.: 1178
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Access Risk Dashboard

- LAAT WATER VOOR JE WERKEN

Systeem

4 selecled
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|
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967 H
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Per systeam

Detats  Trend
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Il Access Risk Dashboard

é

Toegangsrisico overzicht

Welke regels hebben we, waar conflicteren ze en waar zijn ze niet gemitigeerd?

19 VOOR I WIRKEN

)SE Classificatie Proces Systeem Penode

2d 4 selected 1 selected

Risico's per classificatie #regels in de ruleset
210 248
B #rtion
M Hoog
— 1840
B Medium ;
870.0 W Leag

# conflicten (kritiek/hoog)

- 55

Reporting Ba:

Senvice NN <0

Aantal niet gemitigeerde risico's Gebruikers met niet gemitigeerde risico's # niet gemitigeerde risico's

o0

75

- 8 8




Access Request Management




lll Access Request Management (usermanagement)

(90%)

Position Based
Access Control

Password Self
Service

Requests by
user (10%)

User Access
Review

Business Role Management
Define and maintain compliant roles
in business- friendly terms and
language

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Access Request Management

Emergency Access Management Automate user access assignments

across SAP and

T il - ith
emporarily grant super-user status wit non-SAP systems

“firefighter” login IDs - in a controlled,
auditable environment




Jlll Position Based Access Control

HR (ECC)

* Employee Self Service
» Manager Self Service
* HR Specialist

Joiners

Leavers

Master data Updates

GRC BRF+

Logic converted to GRC actions

GRC Standard Roles

Vs \irp's vew v * Coeren
) Omh bt & Omchiv situtuands & Spieen  Aoran
oo %0001}

onn

10000132

Assign roles based on function
and system

Update identity with HR attributes

Risk Analysis with VITENS_H
ruleset

Target Systems

Avmrang soshan
Becaeveaiey
|| Mk g | A s

ey trery st

l. A 8 Vo s e (Tt RENPIRITAS . ON MO
=

Identity (de)provisioned in target
system

Automated

Manual



Jlll Onboarding form (PDF)

Welkom Edwin Drenth Help | Afmelden

Introductie pagina I Inbox Medewerker Secretaresse HR Adviseur Leidinggevende | Password wijzigen Contentbeheer ¢
Uren goedkeuren | Dedlaraties | Formulieren | Ziek & Herstel | RW&O /POP | %pc"\agcs | Delegatie | HR informatie
[«I» .
Detailnavigatie -
A
* Aanmelden eigen personeel I» n 2 -

* Aanmelden uitbesteed werk Invullen Controleren en verzenden
= Aanmelden inhuur personeel

« Afmelding Bijlagen

Formatieplaats aanmaken

Overplaatsing

Teamkalender

* Toeslagen wijzigen Bijlage toevoegen

B & X3 Q @ 1t/ MO »x- R RBAT

jzigen contract

Wijzigen contract extern

Portaalfavorieten = v
R
Aanmelding eigen personeel  Referentienummer
[D Let op: vosg onder bijlagen een volledig ingevuld en een kopie VID-bewys foe.
Stamgegevens
@ | Datum in dienst* Personeelsrummer E
E] 00000000
Q Organisatorische eenhesd
blhil-v-vhn E]
Eerder werkzaam geweest?
| Cx C tee
Persoonsgegevens
[ ] ] ] J
Tatel . 5
| | ] | J v
< > Voorvoegse: patrec Achternaam partner




Jlll Position Based Access Control via Standard role

Business role assignment based on function code (via location)

Generic role assignment based on system

Standaardrol - Alle

Query wijzigen Nieuwe query definiéren Personaliseren

View: Virgl's view v Opene Creéren erwidere Sjabloon downloaden || Importeren uit bestand | Afdrukker Afdrukversie | Export S;.
T Omschr, attribuut Omschrijv. attribuutwaarde & Systeem Rolnaam Constellate Laatst geactualiseerd Geactualiseerd door
Locatie 50048518 BRIKWALITEITSADVISEUR 17.10.2018 15:07:23 Virgil Verioop
Locatie 50049821 BRFBA 17.10.2018 15:09:25 Virgil Verioop
Systeem GRDCLNT100 GRDCLNT100 FR:.G_ALG_GRC_EIND GRC straat 22.06.2018 05:38:09 Virgil Verloop
P e —
— o Manual activities:
g 1 Acen At o,

e e + PPOME provisioning (org model in i.e. CRM)
- ' + License code in UMR > role based classification in USMM




Il Movers, Leavers and Masterdata Updates

- We have similar processes for movers, leavers and masterdata updates

DELHR (Uitstromers)




Jlll Password Self Service

Login GRC
(with SSO)

Login target and
excecute reset

Request reset
(select system)

w’

\ E-mail notification

4




I Password reset menu

Password resetten: Stap 1 (Systemen selecteren)
€ Teng | ercer> || [ indenen |
» [ 1] -

Y T —
Naam
. Systemen selecteren O
Beschikbaar Geselecteerd
Systeem s Systeem nripeing
Start
EPVCLNT Procuctie
T) Systeem
»
»

GROCULNT100

ISDCLNTO10

OK  Aftreken

5y
T

. Password reset possible on production
and non production systems

. Reset is not possible when user has an
admin lock

. Valid @vitens.nl e-mail address is
mandatory in UMR

-

T e
-
-



I User Access Review AR

Periodic control (twice a year) of user role assignments

The OSE (Operational Security Expert) has two weeks to finish the UAR
* After that the UAR work item escalates to the DSO (Delegated System Owner)

The following actions are allowed for every line item:
* Approve

* Delete(role is immediately deleted!)

+ Forward to another OSE

Controlestatus Preview van bijlage
[7] Tabel bevat geen gegevens

Totaal rolen: 1 Voitooid: 1 Afgewezen: 0

Reviseversilag | Bijagen | Commentaar

Weergeven op: Rol v Goedkeuren Rol verwijderen | Doorsturen ! Alles weergeven | Alles verbergen Alle selecteren | Alle demarkeren

o) Type Omschriving Manager Afdeling Systeem Gebruk Acte

v TRG_M_ALG_BASIS_UARTEST Taakrol Basis taak voor ledere Gebruker Voitoold

. TESTRS Gebruker TEST account RS GRDCUINT100 0 Verwiideren




lll Access Request Dashboard

Gebruikersbeheer overzicht

Welke gebruikersbewegingen zijn er binnen het Vitens SAP landschap?

AT WATER VOOR I WERKEN,

Jaar Maand Type
elected 6 selected 5 selected
Soorten toegangsaanvragen per maand Aantal unieke gebruikers in het SAP landschap
000
i e 1 ’ 6 9 1
< 85.0
—_—
1200
— 85.0 —
200 - [r— — 970 Aantal toegangsaanvragen
1760 e
e 188.0
08.0 80.0 100.0
018/Q4N1 Qe 2018/Q4/12 20111 2019Q12 1 ; 31
I
2 2019
Gebruikers per afdeling Aantal gebruikers per systeem

Netoeheer & Levering (18.2%)

Systeem

Ontwerp & Aanleg (13.2%) HR

Number Of Users




Business Role Management
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Jll Business Role Management (Rolbeheer)

Business role hierarchy Role management process

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant Emergency Access Management Automate user access assignments
roles in business- friendly Temporarily grant super-user status with acr_(;sAsPSAP tand
terms and |anguage “firefighter” login IDs - in a controlled, acn DS
auditable environment




lll GRC Business Role Hierachy

BR:CONTROLEUR_DRINKWATERINSTALLATIES
(Controleur Drinkwaterinstallaties)

Enterprisegroup: BI

Rapportagedomein Aansluitingen
- User

Object: Applications

Object: Folders

Functierol:
FR:B_LAB_CONTROLEUR_DWI

Taakrol: Query
(InfoProvider)
TR:B_W_LAB_AANNEMERI

Taakrol:
(analysiDatas)
authorizations

ANA_VITENS

Functierol
FR:E_LAB_CONTROLEUR_DWI

Taakrol:
TR:E_M_ALG_BASIS

Taakrol:
TR:E_B_LAB_DWI_ORDER

Functierol Functierol
FR:I_LAB_CONTROLEUR_DWI FR:C_LAB_CONTROLEUR_DWI

Taakrol: Taakrol:
TR:I_M_ALG_BASIS TR:C_M_ALG_BASIS

Taakrol: Taakrol:
TR:I_W_LAB_OVERIGEN TR:C_M_LAB_SERV_ORDE

Functierol Portalrol
FR:M_LAB_CONTROLEUR_DWI nl.vitens.F_medewerker

Taakrol:
TR:I_M_ALG_BASIS

Taakrol:
TR:I_W_ALG_DOESYNC

1) Business role (can be requested in GRC) - owner
2) Function role (can be requested in GRC) - owner
3) Task role (can be requested in GRC) — owner Busicing




[l Role Management Simplified

Manager

Change Control

Approval : Maintain Risk analysis & (UAT Transport to
Role Request Manager Define Role P L Mitigat%lon Approval OSE business) Approval CCB 2 production

End User Security Security Transport Team




lll Composite Role Methodology (Example) AF

Functierol:FR:E_FAM_INKOPER_CCB

e Sluiten || Certificeren

< Vorige | Vo

=}

Roltype Functierol .
Unittest FBA Extra details

Gedetailleerde omschrijving Roldefinibe en “toewijzing  Gebruiksinformate rolien
I @ Defintie & @R analyse & jatie | @8 Rolgenereren | | @ Unitiest FBA | & | @ GA siness  p EEEVOGEETESG:N =f ¢

Beoordelen CCB Extra details

dig): | ITS-13451

ag

* Ticketnummer (hi

* Transportnummer. | EDV88323876g

rings

Goedkeuringsstatus
Afdrukversie || Export
Aanvrager Aanvraagdatum Aanvraagstatus Aanvraagreden Commentaar goedk. bewerker
VERLOOPV 28.12.2018 09:47:49 PENDING Dames, graag jullie goedkeuring voor. . . Commentaar goedk. bewerker
Tip
e ¥ Beshssingstabel ROLE_METH
{laamg.comente 1 Naamgeving Functierol ECC T P e =
Rokype coM Verzamekol
Postie naamgevngsconventie ==
Volor, |Lengte JRobittrbut Statache tekst
i 2 BT |
R g : o -
o A £
" I Detais
i I )
€ i fe—
.,' 21 Towan pedw vge
—I + T e S0




lll Business Rolemanagement Dashboard

Rolbeheer overzicht &y

Hoeveel rollen hebben we per proces, op welk systeem en welke bevatten de meeste autorisaties?
Proces Roltype Systeemgroep

0 selected

Rollen per proces Rollen per type # rollen

’ — '9.559

Rolien per systeemgroep Tagcloud rolien




Il Analytics architecture

Dashboarding
in Lumira

Views in HANA XS

Tables in GRC HANA db




Jlll Dashboarding in Lumira

Isk overzicht Cebrutkersbeheer overzicht
USSP i— g S S et Yot ity
= 2,332

' Il’l w

& e
(=)
=]
o

ey
ole Mar rment overzicht ey

J'ianl.

n

Firefight overzicht

et Ll s 4 ab W b el

- -

647
538.0




S/4 FIORI Role Concept




I S/4 HANA Authorization Model

S4H ABAP S4H FIORI

Function —task role model

Catalogus 1

Task role is connected to catalog

» Groups are linked to task roles

Taakrol

TR:S_B_LAB. DWI_ORDER Authorizations (TADIR) in task roles are generated based on the

catalog

Taakrol
TR:S_ALG_LEVERANCIERS

FIORI app




ll Principles

Sub process related catalogs

Sub process related task roles

Sub process related groups

Catalog role is the classical task role

Catalog has to be SoD free

®

Task role has to be SoD free




Jll FIORI Startup Screen

et - S iErenaith Gy
My Home Beheer Rapportages d&'& wmm

Work Inbox Access Request Access Provisioning Manage Password JML Search Requests Reset Password Request Status Request Access
Dashboard Self-Service Joiners, Movers, Lea...

i)

il {E ‘5

Password Reset Reason Codes Access Approver Request Access for Access Request Name Change Request Status Check Request My Profile
TEST Others Status

TEST Password reset

Background Access Risk Owners Template Count Authorization Action Usage Access Control
Scheduler Mass Maintenance Management in Roles Owners

Rapportages

JML Access Provisioning Service Level for Firefighter Log EAM Overview Role Library
Joiners, Movers, Lea... Dashboard Access Request Summary Report Handig overzicht Dashboard
Dashboard

@ Al

N




lll Role Design/Build Approach

------------------- ® &)\ Organize workshops with OSE’s and consultants to design authorization roles

------------------- ® Analyze current roles and compare to design 0.1

Build new roles
------------------- ®  Copy current task roles * Build group
* Build catalog » Add group and catalog to task role

* A Define Risk Control Matrix
° Analyze outcomes RCM and add to ruleset if necessary
|
. SoD scan roles
...

"""""""""" . ? Discuss outcomes with OSE’s and consultants

"""""""""" . Unit test




I Fiori - Tiles

Aftile consists of the following data:

Algemeen

* Title

. Subt|t|e Symbool: = sap-icon//S4Hana/S0012 (=2
 Keywords
 Symbol
Navigatie
Semantische objectnavigatie gebruiken v
I @ NaV|gat|0n Semantisch object MaintenanceJob o’
Actie: | reportMalfunction o
 Semantic object
. Parameters
* Action
e Parameters Doel-URL: | #MaintenanceJob-reportMalfunctior
* Target-URL




Jll Fiori — Target Mapping AF

In the target mapping the combination of Semantic object and Action (= Intention) is linked to the app (= Target), transaction or Web Dynpro which has
to be executed.

In the Target you can define the app, transaction or Web Dynpro which has to be started

Intentie .
Applicatietype ISAP Fiori-app SAPUIS \‘“

MaintenanceJob Titel SAP Fiori-app gebruikt LPD_CUST

e manageMalfunction SAP Fiori-app SAPUIS

Transactie

URL

SAP Fiori-app SAPUIS

Web Dynpro

Storingrapporten beheren

fsapibc/uiS_uiSisap/eam_malf_mansl

D i2d.eam. malfunction.managesl




GRC Integration to S/4




Jlll GRC Ruleset Upgrade Approach for S/4HANA

» Download ruleset from GRC PRD in spreadsheet format
+ Benchmark and analysis ruleset (Protiviti)

— Disable obsolete tcodes

— Modified authorization objects

— New S/4 tcodes (S/4HANA 1809)

— Generated FIORI oData services from table USOBHASH

— Mapping FIORI apps to tcodes for placement in GRC function

— FIORI apps without tcode mapping manual placement in GRC function
+ Download active ruleset from GRC PRD (SPRO)
+ Upload active ruleset to GRC DEV (SPRO)
» Append ruleset (VITENS_H) to GRC DEV on connector SAP_S4_LG (new adjustments from Protiviti analysis)
* Role level scan ECC PRD (validate new ruleset s still working on old system)
* Rolelevel scan S/4 DEV (validate new ruleset works for new FIORI roles)
 Final acceptance Vitens

" Omachrivng  Marsan (Macs) Purchace Orders

Toevosgen || Verwpomen | | Kogutoen | Voorwamde ,
ved  wawdevm Wasrde bt Voorwaxte Statas
AcTVI o oR v Actet
e @ or v Actet
ATV o o v Aet
v @ oR v Adet
AcTVE o oR v Akl
Acvi @ oR v Adet
ACTVE o o v Acset
v @ or v At

SAY_NamE SVCI11TFERSEAMHICADDCIBCC N0 v Actet




Jll GRC Connection to S/4 A D

Activities to connect to S/4 system

* Install GRC plug on S/4 system

» Extend sync jobs on GRC

» Configure GRC parameters on S/4

* Import S/4 function/task roles with attributes in GRC

+ Extend business roles in GRC with S/4 composite roles (joiners/movers/leavers get S/4 authorizations) —
» SPRO extensions for S/4 system (leaver process, connections, user parameters etc.) =
* Create firefight roles in S/4 -
* Testing (unit test, UAT and production validation)

Checklist

Issues

+ Firefighters need to use FIORI launchpad instead of tcodes. We created composite roles per module with broad catalogues. Firefighters
can login to S/4 and need to start tcode /UI/FLP for FIORI launchpad

+ Link between oData services [SVC] and FIORI app [FAPP] is not transparent
+ Link with FIORI app ID is also not available in the system
« Limited hits (false negatives) due to incorrect usage action tab, see note 2655122 for correct usage




FIORI Access Request App




lll FIORI Access Request App A\

Currently 90% of our access request is via the PBAC trigger and manual access requests are rare

When expanding to Active Directory the expectation is that manual access request become more common (i.e. access to MS Visio etc.), thus the Access
Request app becomes an important part of the IAM solution

The current NWBC request app takes about 10 clicks to select the role
GRC has a standard FIORI request app delivered in 12.0 but is not that user friendly
Custom app development was necessary to meet expectations from the business

[ srers; [

R R e

o
| s S 1) A S 1) am




Jll FIORI App Development Process

(supported by build.me)

- Discover, design and develop
- Feedback from participants
- Heatmap to view hotspots




ll FIORI High-Fidelity Design

FIORI: Access Request Hi-Fi O Based on web ShOpS:

Toegangsaanvrasg

— Amazon.com

— Coolblue.nl

Apglicatiedomenn

+ Search bar on top

Selecteer je g autorisatie in lijst

Rol/ Appiscate Systeem Roltype Toevoegen

» Navigate per category

:::-«n‘--ou GRC_swamt Functierol \;I
e s - po— o * Use real data with

22 Excel upload feature
::::m‘pupum,m GRC_stram Functerot E/

— » Collect feedback and iterate

+ Transfer to SAP Cloud platform and connect
oData services
(role search/ order submission)

* Publish on GRC development
* Transport to GRC production







lll Provisioning to Active Directory

Provision on premise AD using SAP GRC AC

Extend business roles with AD “groups”

=,
a5

AD processes can make use of the existing processes for: X
. $/4 HANA
* Joiners/Movers/Leavers/Updates m

Business Role model ? V\)

. Su sFact
User Access Review Saastoistaiisl
SoD Review (AD critical access risks) -
Access Request process

Reporting

\J

o

SAP Cloud | "I
Conn.

Identity
Access
Governance

L

- O
OData

Azure Cloud can be provisioned via the Identity Access Governance cloud




Jll Manual Provisioning

Toegangsaanvraag: 830
e | | Oetnmen aeaken | Ovnge sctes | Sk Vecrsaues 1
a8y Accound wiooen wrvaldatem 02 002019 Priooseit Gebrufers 30 ENO_USER Ceteumersnsam | amberin flanciek Asmvrager | ameoctn Banows Fase PA Honowr
g 0 manual provisioning Prayiad yon byege
* Omachremg  Toegang 1ot PA rof (L) el vk 0on Geosrans
submit
Nt
Aanvraagdetails
=TI ooovetiongen  Gateuscstetat
S —— L T e * Legacy system connector
T Gostusumngastates Sytteem Toswgnng Type Geldg van Geaog it Acte 1oidetnte en Dow Rinkco overreangen
. . .
I oo o R Gl s Taso s 12500 - * File based provisioning
2 i Sytax groep B2 - T I - T
1 Action Master " Fie cmnecw for PA Actions UNIX Just/sap/trans/PA/ <FILENAME>  LEGACY_ACTION.TXT LEGACY_ACTION
2 Permission Master Z_PA_PERMISS[ON Fila Connactor for PA Parmissions UNIX Jusr/sap/trans/PA/ FILENAME>  LEGACY_PERMISSION/TXT LEGACY_PERMISSION
3 Profile Master Z_PA_PROFILES File Connector for PA Profiles UNIX Jusr/sap/trans/PA/ <FILENAME> LEGACY_PROFILE.TXT /_PROFILE
4 Profile Action Z_PA_PROFILE_ACTIONS File Connector for PA Profile Actions UNIX Jusr/sap/trans/PA/ FILENAME> LEGACY_ACTIONS.TXT LEGACY_ACTIONS
S Profile Permission Z_PA_PROFILE_PERMISSIONS File Connector for PA Profile Permissions UNIX Jusr/sap/trans/PA/<FILENAME> LEGACY_PROFILE_PERMISSION.” LEGACY_PROFILE_PERMISSION
6 Role Master Z_PA_ROLES File Connector for PA Roles UNIX Just/sap/trans/PA/ FILENAME> LEGACY_ROLE.TXT LEGACY_ROLE
7 Role-Action Z_PA_ROLE_ACTIONS File Connector for PA Role Actions UNIX Jusr/sap/trans/PA/<FILENAME> LEGACY_ROLE_ACTION.TXT  LEGACY_ROLE_ACTION
8 Role-Permission Z_PA_ROLE_PERMISSIONS  File Connector for PA Role Permissions  UNIX Just/sap/trans/PA/ FILENAME> LEGACY_ROLE_PERMISSION.TX1LEGACY_ROLE_PERMISSION
9 User Master Z_PA_USERS Fila Connector for PA Users UNIX Jusr/sap/trans/PA/<FILENAME> LEGACY_DEFAULT_USER.TXT  LEGACY_DEFAULT_USER
10 User Action Z_PA_USER_ACTIONS File Connector for PA User Actions. UNIX Jusr/sap/trans/PA/ <FILENAME> LEGACY_USER_ACTION.TXT LEGACY_USER_ACTION
11 User Permission Z_PA_USER | Fila C for PA User uNIX Just/sap/trans/PA/ FILENAME>  LEGACY_USER_PERMISSION. TX1LEGACY_USER_PERMISSION




lll GRC Business Role Hierachy

e BR:CONTROLEUR_DRINKWATERINSTALLATIES
(Controleur Drinkwaterinstallaties)

a FR Se “ e FR:H_ALG_MANAGER FR s LAB CONTROLEUR i “

AppData AppData
Taak Taakrol (privilege): Taakrol: Applications Applications
TR:G_M_ALG_BASIS el TR:H_M_ALG_BASIS TR:S_M_ALG_BASIS Catalog
I [ Fme e
Taakrol Business Content: o Taakrol (privilege): Taakrol Business Content: Web Web
TR:G_M_ALG_AC_APPROVA Application) TR;H7WE\$V‘J7MAN9,\(%ER TR:S_B_LAB_DWI_ORDER [Application
| OU=Mail OU=Mail
krol Services: krol Services:
B_DWI_ORDER
= PARER — Shared Mailboxes Shared Mailboxes

ABAP FR rol FIORI FR rol HANA privilege ABAP FR rol FIORI FR rol m AD Groep

1) Business role (can be requested in GRC) - owner
2) Function role (can be requested in GRC) - owner
3) Task role (can be requested in GRC) — owner




[l 1AM Chain - User Creation (part 1)

Create on boarding (HR portal) E User creation with all relevant attributes in GRC system

Processing in HR backend system LDAP SYNC creates user in Active Directory with all relevant
attributes

GRC detects new employee and generates User @ Active Directory script enables account, creates home drive and g3

ID/Mail on GRC - moves to correct OU and syncs account to Azure AD (cloud)

GRC writes User ID/Mail back to HR backend system Azure AD generates mailbox and Office 365

GRC triggers joiner process based on
IT0105-0001 and creates access request

gogonooe



Il |IAM Chain - Authorizations Assignment (part 2)
O

Pre Employment Screening (PES) needs to L
be completed by HR Provisioning to target systems (SAP and non SAP)

m HR sets PES indicator to OK in HR system ﬂ Welcome e-mail is sent to new employee
GRC generates second trigger and assigns
authorization based on PBAC
D GRC generates initial password

Initial Windows password is sent to manager via e-
mail



I AD account creation

HR (ECC) User creation on GRC

LDAP_SYNC on GRC

LDAP-synchvonisatie
Resustaten

AD s Tcmacreartre FAT S ©0 85 00 02 [ Bu

- - Automated
Access Request | . e . .

V.0.C, Yerise

L
g

| 2012 Dracte
Wmbgoep 13 Weroere !

RSLDAPSYNC_USER E
Vs
Begn ol.06. 2018 | Wk 3.12.000 -.VH.M.INIW

(incl. attributes) i -
ey anca— User creation on GRD = | =

Identity is provisioned in

target system




ll Attribute mapping HR  GRC » UMR  LDAP (AD)

g &< name BAttribute | 8
3 1 BNAME SAMAccountname X
4 MAIL USERALIAS ALIAS USERALIAS Alias USE! X
s - FIRSTNAME ADDRESS FIRSTNAME NAME_FIRST X
6 - LASTNAME ADORESS LASTNAME MQmM NAME_LAST X 7
7 FUNCTION ADDRESS FUNCTION Functie X Don’t Forgel’
8 DEPARTMENT ADORESS DEPARTMENT Afdeling X
9 MAIL E_MAIL E_MAIL E-mailadres: SMTP_ADDR X
15 - INITIALS ADORESS INITIALS Initislen INITIALS x
32 COMPANY COMPANY COMPANY Bedrijf NAMEL X
33 1 IR Personeelsnummer PERNR PSPAR PERSONNEL_NUMB! LOGONDATA ACCNT Afrekenings: ACCNT x
)
DUKG Properties X DUKG Properties X
Member Of Password Repication Daln Environment Member OF Password Rephcaton Dadn Environment DUKG Properties X
Sessions  Remotecortdl  Remcte Desitop Services Profie  COMe Sessions  Remctecortrol  Remote Desidop Services Profle  COMe
Genersl  Addess Accourt  Profie  Telephones  Organizaton Generdl  Addess Accout  Profie  Telephones  Organization Member Of Password Replcation Dadn Envronment
Sessions  Remctecortrol  Remote Deskicp Services Profle  COMe
g DUKG Userlogon name: : Genel  Addess Accourt Profle  Telephones  Orpanization
P, [BAP AUTORISATIE] | | @VITENSNL V. _—
; : User logon name (ore Windows 2000) Job Tete m7° ]
First name Geuel ntas: G Y 11
: e J SAPGRC\ DUKG o s 3 Cor =
Logon Hours. Log On To. Company VITENS NV.
Display name
Manager
Descrigton [ Undock sccount ]
Name:
Ofice 1250 Accourt options b ¢
Change. Properties Cear
3 User must change password at next logon A
() User cannct change password
Telephone number: Other. repont
[ Passwoed never expires Diectspots
Emal 230 autonsate @viens nl o [ Store passwoed using reversible encryption v
Web page | Other. Account expres
® Never
O [woensdag 17 apd
Cres | [ [0S e




Bl Sccure LDAP with LDAPS SAP|,

- Within Vitens there are new guidelines on security LDAP Connector Scenarios
hardening. One of them is that all LDAP

communications need to be secured via LDAPS m ﬂ |

. The LDAP connector in SAP GRC does not implement
the LDAP protocol itself but uses the LDAP client library

of the Operating System '~ e

- There are 3 scenario’s available, see image -
- Vitens will use scenario 3 because we are on linux and

we don’t want extra software on the Directory Server e (e
- See SAP Note 2428608 for further information | I




Roadmap IAM & GRC
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Jll Roadmap GRC & IAM

Compliant Access Control SAP

Compliant Access Control non SAP

Optimized Control Cycle

. Autorisatie inrichting S/4 HANA stream 2 tm 4
Projects/

Processes

Automate AC processes Backlog GRC Pro

Provisioning KA

Provisioning PA M/A Control Performance Disclosure Surveys
Provisioning LAB Key controls IT ToD/ToE Assessments

Cloud provisioning IAG Key controls S1 tm S4
Other controls
IC statement via PC

Regular audits (intern & extern)

a - Develop IAM team
P —
Professionalize 1ste/2de |ine of defence

Integrate PC activities in IAM team
Develop Vitens control culture

Systems

SAP GRC AC - LDAP MS EXCEL/ SharePoi
NWBC End Users SAP GRC Process Control

SAP GRC AC - Manual Provisioning
SAP IAG bridge Success Factor EC 2 GRC
Jira integration SAP IAG full suite

PO/Portal
connectio




Wrap-up

'3
we




ll Where to Find More Information m

. https://help.sap.com/viewer/product/SAP ACCESS CONTROL/12.0.03/en-US
+ Access Control help page

. https://help.sap.com/viewer/product/SAP CLOUD IDENTITY ACCESS GOVERNANCE/lat
est/en-US

+ ldentity & Access Governance help page
. https:/Iwiki.scn.sap.com/wiki/display/ GRC/GRC+10.0+-+HR+Trigger+configuration
+ HR trigger wiki

. https:/Iblogs.sap.com/2016/05/02/connecting-sap-qrc-ac-10x-to-microsoft-active-
directory/

+ Blog explaining how to connect GRC to AD




Il Key Points to Take Home m

» The “Default Roles” feature can help to create system wide business roles and
can maximize automation in your joiner process

» Automate your attestations to keep your solution healthy

» Treat your ruleset as masterdata and activate risk and function approvals for a
closed audit loop

» SAP Lumira is free for GRC and can visualize your solution the way you want
» Active Directory can be integrated using the standard LDAP(S) connector

» Don’t forget Business Role Management to optimize your rolemangement
process

J :
<
w, "N




Il Your Turn! m

Tinette Beuving
Virgil Verloop

tinette.beuving@vitens.nl
virgil.verloop@profilus.nl

Thank You
Any Questions?

Please remember to complete
your session evaluation




I Disclaimer AF
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