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In this session...

e See how Vitens combined HR triggers with GRC business roles using the standard role functionality in
combination with HR job key codes

e Gaininsight into how Vitens uses SAP GRC and IAG as an IAM system
e See how Vitens has expanded Access Control to Active Directory using the standard LDAP connector

e See how Vitens is expanding Access Control to SAP cloud applications SAP Analytics Cloud, C4C, SAP Field
Service Management, SAP Employee Central Payroll and BTP using IAG as bridge

e See how Vitens has expanded Access Control to SuccesFactors using it as a source and target system
e See how Vitens is expanding SuccesFactors to (Azure) Active Directory to support Identity Lifecycle Management

e Hear how Business Role Management is being used in the role management process
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What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Vitens
24/7 drinking water for 1/3 of the Netherlands
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Application Management Business Systems

 Department with 40 employees and 9+ suppliers
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* SAPSAC . FIcO . EAM * SAP IAG . SAP PO . 1S-U . Office 365 - HR portal
+ PS/CPM/PPM |, pm Protect 45 + ABAP / FIORI + C4C + Jira
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Team composition

Support Team IAM/ GRC/ Security & Authorizations

Hendrik Bijma Team Manager
r-+l- rM—=rt Functional Support 1
Soldhean Lo, 220 Senior Functional Support 0,8
FL:rL Ireita Senior Functional Support 1
FMa=li== lH== IT Trainee 1
| Exnruh Senior Functional Support 0,6
i LEC LR Senior Functional Support 1
-« S H Senior Functional Support 1 ¢ Product
Virgil Verloop Product Owner 0,2 N Owner

Project S/4 Transformation & IAM
Firstname |Lastname  Function  FTE |

| s [ix Tz HYz S/4 Transformation
L T AT [LNTRCT S/4 Transformation
Virgil Verloop IAM

LAAT WATER VOOR JE WERKEN



Security organisation

« Department Operational Security Expert (DOSE)

— Takes decisions regarding user access

— Has experience with the Vitens organisation and specific department

— Has an advisory role and prefereabbly no requester/manager/risk owner
* Proces Operational Security Expert (POSE)

— Takes decisions regarding user access

— Has experience with the Vitens organisation and specific processes

— Has an advisory role and prefereabbly no requester/manager/role owner

SAP ECC SAPIS-U SAP CRM SAP BW BPMS

222!:

1cT ..., .. - ...........5.......

OPTIONAL OPTIONAL: HR .-""""E""'"""'"E'"'"'"'""'E"""""""‘:"'"'"""":'"'""

Employee Manager Role owner Risk owner GRC System : H H

o : o o SRl A M MU O

Approval Approval Automatic

provisioning E E E E
o&A ..-........:..............:..............:..............:..............:.......
Lab [ S ST (R S —— R R

Access Request

. Department manager [ process owner . System Owner
- Operational Security Expert (OSE) - Delegated System Owner (DS0)
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Roadmap GRC & IAM

2018-2019 §2020-2022 2023 2024

Compliant Access
Control SAP
Compliant Access Control non SAP
Optimized
License Managemen

Automate SAP AC
processes
ITGC framework

Optimize license management

Provisioning KA

Projects/
Processes

Provisioning PA
Provisioning LAB

Office 365

SAP Vulnerability Management proces

Organization

SAP GRC AC - LDAP
NWBC End Users

GRC FIORI
HR connection

SuccesFactors Source

0365 connection

Systems

GRC SP13

Succesfactors Target

SAP Analytics Cloud connection

SAP GRC AC — Manual ProVisioning

MS EXCEL/ Jira/SharePoi

Develop IAM team

Professionalize 1ste/2de |ine of defence

Optimized Cyber Security

Optimized Control Cycle

Authorization implementation S/4 HANA stream 2 to 5
Key controls stream 1 to 5
Success Factors cleanup + incorporate in ITGC

M/A Control Performance

Periodieke Roleming Disclosure Surveys

Ruleset Alignment
SAP Security Baseline + alignment IS policy

ToD/ToE Assessments

Other controls

IC statement via PC
Integrate PC activities in IAM team

Develop Vitens control culture

New FIORI request app

SAP GRC Process Control
Physical access control

SuccesFactors>CI>GRC

SAP Field Service Management
SAP EC Payroll SAP IAG full suite

Cloud provisioning IAG
Project IAM

Regular audits (internal & external)

SuccesFactors Inbound Provisioning

MS FIM

C4C met IAG

SAP IAG bridge

Protect4S



What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Framework

Identity Lifecycle Management Authorization Management Business Alignment

Vitens
Employees

SoD

Desired
state

Responsibility

User . .... Business Role
repository _ Management

Customere

Authoritative Sources
(Joiners/Movers/ Leavers)

<onsumer

Current
state

€
g
4
provisioning
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Digital identities

/_/‘ ol

Level 1
Primary SSO

Building
Blocks

Attestations
Manual Access

Risk Analysis

Emergency Access Management SODREV
(Firefighter)

Level 2
Policy based
(application level)

Level 3 De(central)

Policy based
(transaction level)

Role
Recertification

Control
Monitoring

Authentication Privileged Access Management Review

FFID Review



Documentation Structure

Vitens Information Security Policy

Authorization Policy

¥

SAP Authorization Naming convention Usermanagement Operational Security Experts

SAP Role management

SAP System parameters (incl. GRC) SOLL Matrix

SAP Firefighter
SoD Ruleset (VITENS_H) SAP System Owners

SAP SoD Review

SAP Authorization Concept ]
User Access Review

SoD Baseline SAP Control Monitoring
SAP SoD Rule set management
SAP Mitigated Role Administration

SOLL Matrixmanagement
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i Functicomschrijving__________EUnieke

Divisionomschrijving

T

Teamomschrijving

Advies & Analyse

Advies & Analyse

Advies & Analyse

Applicatiebeheer Bedrijfssystemen
Applicatiebeheer Bedrijfssystemen
Applicatiebeheer Bedrijfssystemen
Applicatiebeheer Bedrijfssystemen
Applicatiebeheer Productiesystemen
Applicatiebeheer Productiesystemen
Applicatiebeheer Productiesystemen
Applicatiebeheer Productiesystemen
Applicatiebeheer Productiesystemen
Applicatiebeheer Productiesystemen
Architectuur & Beleid

Architectuur & Beleid

Architectuur & Beleid

Architectuur & Beleid

ICT

ICT

Netwerk Beheer

Netwerk Beheer

Netwerk Beheer

Netwerk Beheer

Project Management

Project Management

Project Management

Project Management

Project Management

Project Management

Service & Procesmanagement
Service & Procesmanagement
Service & Procesmanagement
Service & Procesmanagement
Servicedesk

Servicedesk

Servicedesk

Servicedesk

Servicedesk

Systeem Beheer

Systeem Beheer

Systeem Beheer

Systeem Beheer

Systeem Beheer

Systeemn Beheer

hd Functie

50048243 Informatie Analist

50050165 Teammanager Advies & Analyse
50051551 Senior Adviseur Informatievoorziening
50048237 Functioneel Beheerder

50048344 Senior Technisch Applicatiebeheerder
50051554 Senior Functioneel Beheerder
50054678 Teammanager Applicatiebeheer
50006022 Stagiaire

50048237 Functioneel Beheerder

50048344 Senior Technisch Applicatiebeheerder
50051554 Senior Functioneel Beheerder
50053356 Senior Data & Software engineer
50054678 Teammanager Applicatiebeheer
50048208 Enterprise Architect

50051051 Information Security Officer
50051430 Teammanager Architectuur & Beleid
50051552 Adviseur Technische ICT

50047639 Manager ICT

50048251 Managementsecretaresse

50048209 Beheerder ICT Netw., Telecom en Security
50048331 Senior Beheerder ICT Netw., Telecom Sec.
50052110 Senior data- en telecom adviseur
50052758 Teammanager Netwerkbeheer
50048318 Projectmanager (ICT)

50050166 Teammanager Projectmanagement
50051432 Portfoliomanager

50052613 Medewerker Project- en Programmasupport
50052785 Project management Officer
50053949 Implementatiemanager ICT
50048219 Contract- en Servicemanager ICT
50051225 Procesmanager ICT

50051529 Teammanager Service & Procesmanagement
50051553 Testmanager

50006022 Stagiaire

50048288 Medewerker Servicedesk

50050257 Senior Medewerker Servicedesk
50052367 Administratief ondersteuner
50052757 Teammanager Servicedesk
50006022 Stagiaire

50048343 Senior Systeembeheerder

50048364 Systeembeheerder

50052759 Teammanager Systeembeheer
50053355 Senior Adviseur Systeembeheer
50055111 Security Specialist
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Bedrijfsrol K

BR:ICT_INFORMATIE_ANALIST
BR:ICT_TEAMMANAGER_ADVIES_ANALYSE
BR:ICT_SENIOR_ADVISEUR_INFORMATIEVOORZIENING
BR:ICT_FUNCTIONEEL_BEHEERDER
BR:ICT_SENIOR_TECHNISCH_APPLICATIEBEHEERDER
BR:ICT_SENIOR_FUNCTIONEEL_BEHEERDER
BR:ICT_TEAMMANAGER_APPLICATIEBEHEER
BR:ALG_STAGIAIRE
BR:ICT_FUNCTIONEEL_BEHEERDER
BR:ICT_SENIOR_TECHNISCH_APPLICATIEBEHEERDER
BR:ICT_SENIOR_FUNCTIONEEL_BEHEERDER
BR:ICT_SENIOR_DATA_SOFTWARE_ENGINEER
BR:ICT_TEAMMANAGER_APPLICATIEBEHEER
BR:ICT_ENTERPRISE_ARCHITECT
BR:ICT_INFORMATION_SECURITY_OFFICER
BR:ICT_TEAMMANAGER_ARCHITECTUUR_BELEID
BR:ICT_ADVISEUR_TECHNISCHE_ICT
BR:ICT_MANAGER
BR:ALG_MANAGEMENTSECRETARESSE
BR:ICT_BEHEERDER_ICT_NETW_TELECOM_SECURITY

BR:ICT_SENIOR_BEHEERDER_ICT_NETW_TELECOM_SECURITY

BR:ICT_SENIOR_DATA_TELECOM_ADVISEUR
BR:ICT_TEAMMANAGER_NETWERKBEHEER
BR:ICT_PROJECTMANAGER
BR:ICT_TEAMMANAGER_PROJECTMANAGEMENT
BR:ICT_PORTFOLIOMANAGER

BR:ALG_MEDEWERKER_PROJECT_PROGRAMMA_SUPPORT

BR:ALG_PROJECT_MANAGEMENT_OFFICER
BR:ICT_IMPLEMENTATIEMANAGER
BR:ICT_CONTRACT_SERVICEMANAGER
BR:ICT_PROCESMANAGER

BR:ICT_TEAMMANAGER_SERVICE_PROCESMANAGEMENT

BR:ICT_TESTMANAGER

BR:ALG_STAGIAIRE
BR:ICT_MEDEWERKER_SERVICEDESK
BR:ICT_SENIOR_MEDEWERKER_SERVICEDESK
BR:ALG_ADMINISTRATIEF_ONDERSTEUNER
BR:ICT_TEAMMANAGER_SERVICEDESK
BR:ALG_STAGIAIRE
BR:ICT_SENIOR_SYSTEEMBEHEERDER
BR:ICT_SYSTEEMBEHEERDER
BR:ICT_TEAMMANAGER_SYSTEEMBEHEER
BR:ICT_SENIOR_ADVISEUR_SYSTEEMBEHEER
BR:ICT_SECURITY_SPECIALIST



Solution Overlay

FIM > SF IP

Success Factors
Employee SAP
Central GRC

Access
Control

SAP 'GRCiAccess Control/
Identity Access Governance

Digital identities

SAML 2.0 via Azure AD/
Identity Authentication Service
SNC
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+ 23 overige SAP omgevingen

IAM chain

e Identity Lifecycle Management (instromers/doorstromers/uitstromers)

SuccessFactors

Trigger if username <> Person ID

Azure AD Production

E-mail generation

Production = ==

i Attribute (e-mail) write back

ECC Production (EPV)

SAP Cloud
Platform

Attribute (username) write back

GRC Production (GRP)

Username generation 4

Azure AD Provisioning Service

User + role provisioning User + role provisioning Role/group provisioning

S/4 Development BW Development

Zh)

S/4 Test (V4T)

SF Development (T1)

(BDV)

SAC/BTP/C4C
Development

a8
BW Test (BTV) -

SF Test (T2)

BW Quality (BQV) SF Quality (T3)

S/4 Quality (V4Q)

S

& sac/BTP/C4C -

BW Production (BPV) SF Production

Production

AD Production
(vitens.lan)

Azure AD
Connect

User provisioning
Azure AD
Connect
Provisioni
ng Agent

=

uhWwN

10.

Employee data is maintained
in SuccesFactors

Sync to ECC

Sync to GRC

GRC generates username
GRC writes username back to
SuccessFactors with API via
SCP

SFIP sync to Azure AD
Provisioning Service

User provisioning payload
sent to AD on premise

AD sync to Azure AD

Azure AD writes e-mail back
to SuccesFactors

GRC has all data and starts
provisioning to target systems
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What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)

pViténs

LAAT WATER VOOR JE WERKEN



Emergency Access Management (Firefighter)

Firefighter (central

Firefight log review
and decentral)

Access Risk Analysis

Accurately identify and remediate SoD and critica access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant roles Emergency Access Management Automate user access assignments
in business- friendly terms and Temporarily grant super-user status with across SAP and
language. “firefighter” login IDs - in a controlled, non-SAP systems
auditable environment
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What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Access Risk Analysis (SoD management)

SoD Ruleset SoD Review

Adhoc scan

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Business Role Management
Define and maintain compliant roles
in business- friendly terms and
language.

Emergency Access Management
Temporarily grant super-user status with
“firefighter” login IDs - in a controlled,
auditable environment

across SAP and
non-SAP systems

Access Request Management
Automate user access assignments
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SoD Ruleset

7] Regelstelsel-ID omschrijving
. . VITENS_H Vitens Ruleset Hoog/Kritiek
Alllgned Wlth our accountant (PWC) VITENS_M Vitens Ruleset Medium/Laag
Ruleset divided (Critical/High vs Medium/Low)
— Performance reasons

— SODREV reasons

Change management on ruleset is active
(ruleset is treated as masterdata) B
The following steps have been followed:

Medium:

(O] Medium 705 61.63 %
j Kritiek 28 2.45%
O [ Hooe 247 2159%
O N === 164 14.34 %
/= Risico wijzigen : R_BS04& - Internet Explorer EI@
Risico wijzigen : R_BS048
Goedkeuren || Afwijzen
& SoD-risico goedgekeurd
* Toegangsrisico-D: | R_Bs048 Omschrijving: | User is able to add, madify or remove user accounts
.o . ; and unlock locked user accounts. Risk: User can
Risicosoort: | Kritieke actie v create fictitious user accounts or unlock locked
accounts.

* Bedrijffsproces. | Basis v
* Omschrijving: | Maintain Users (SU01) Controledoel:
* Risiconiveau: | Kritiek v

* Status: | Actief ~

Risk #» Risk Owners
Function % Security Team (4 eyes principle)
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Risk baseline & 4 T's

iew: | * [Standaardview] w Openen | Toewversie | | Export ‘|
5 Rol . Controle-ID
FR:E_HRM_MDW_HR_SERVICE_CEMNTER MC_GR_HR
FR:E_HRM_MDW_HR_SERVICE_CEMNTER MC_GR_HR
FR:E_HRM_MDW_HR_SERVICE_CEMTER MC_GR_HR
FR:E_HRM_MDW_HR_SERVICE_CEMTER MC_GR_HR
_ _ ionalite i FR:E_HRM_MDW_HR_SERVICE_CENTER MC_GR_HR
4 Eezheersing'Compensatia Hetmhee]tnekennmh:ervanmngebmikmsmmet
toegestaan, tenzij specifieke toestemming van het
hoofd Audit & Adwvies is verkregen en adequate
mitigerende maatregelen zu]nm@wteld Frequente
Ahe Deheersmesmaatnes
: tats vereist. Het mitigeren of c-umpememn van het risico
2 iz niet verplicht en er vindt gzen sturing op het
oploszen van conflicten plaats.
Information SAP GRC SoD Review terms
Security Response
Controle-1D Titel Omschr.
1. Tolerate Accept Low/Medium + MC_GR* MC_PP_001 208 mans canrol
MC_PP_002 Afwijkende boekingen crediteurenpostenli
2 . Tra n Sfe r. Tra n Sfe r. NVT MC_PP_003 Control op onrechimatige boekingen

MC_PP_004 Control data analyse 3 way match

MC_PP_005 Control op KvK procuratie SAP

3. Treat Mitigate High + MC_*

4. Terminate Remediate/Eliminate Critical/High + Remove risk

Wiiziging op gevoelige velden moeten altijd doer 2 personen werden uitgevoerd

Systeem

Signaleren van frauduleuze factuurboekingen

Signaleren van onrechimatige boekingen bij GO

Signaleren van fauduleuze factuurboekingen

Review of strategies and authorization limits

Risico-ID

F_HRO34
F_HRO33
F_HR0O&2
F_HR134

R_HROS0
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SoD Review (Safetynet)

Includes the following functionality:

» Plan periodic jobs
* 5 reaction types
« Submit by OSE

Submit (formal close by DSO)

FS contrl.: 1178

Shlen | || Aldkhen |

Soorl aanvreag Sl Redes  Vervaldaium 00000000 Prioriieit Mecium  Codidingter Jacco Miknazan

Instructies controleren
Geel b secerne onderalaande regel je reactie. Je hebl 3 opties:

1) o compenseren

& Creatia MiGUWR MBgArNds mazingel

[ hoewijzen bestiande mitigarende masvage

© JRcompansacnda rlcminsiata asnnasten (WIS_GR_T)

2) Riaico verwidering wocratelen
e sl je voor wesk: el vam bl rescu verwidend most worden.

31 Vooriopky |aten etaan

Dezn MagekE 15 Cf WaNneer &7 vooriopk] noJ Sven Nks met het
Fiskcn most gabeLTan in cIt geval mast wel b hat commentaar
BANGEgEven Worden wal de redan Miervan 9.

Controlestatus
Toll rsxco. 2 Gecompemseend 2 Algewuzen D
Mudversig | Biagen | Commertzar
Weampevan ofr Rk w | Alles weeigeven | Alles verbergen Conmreriaar sy,
T Ormeschrijving Aldeing

Mantain Cusiomer Mastar Uata (Finance)

Mantain F| Pasting Penods {Cpen-Closs}

Finance & Contrul
ilens Evades Irernatonaal
Finarce & Conbrol
Vilens Evides inernatonaal
Finance & Coniol
Finance & Conrl
Finance & Control

Sysheem

ISPCLNT100
EPVCLNT 100

ISPCLNT100

Preview van
[3 Tabel oeval
Furrclis Funclisomachriving
F_FID05 Maintan FI Pusting Perods (Open-Clse)

EE3F

A

Aelie
Wiltnoi

Volnok

BecompensaRm
GRCaTRarSRRM
GecampersRRm
Gecampensman
Gecampenszen
Gerampenseen

‘Gerompenseend

Commentaar

Commentaar toevaegen
Commentaar toevoegen
Commentaar ioevoegen
Commentaar levosgen
Comimentaar loevosgen
ComimenLaar lnevosper
ComimenLaar inevosper
ComimenLaar inevosper
ComimentEar irevospen
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What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

« Introduction and roadmap Vitens
Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access
Review)

BRM (Role management)
IAG overview and architecture
Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)

pViténs

LAAT WATER VOOR JE WERKEN



Access Request Management (usermanagement)

reee o] Requests by password
% Self Service
(70%) user (30%)

User Access
Review

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant roles Emergency Access Management Automate user access assignments
in business- friendly terms and Temporarily grant super-user status with across SAP and
language “firefighter” login IDs - in a controlled, non-SAP systems
auditable environment
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Position Based Access Control

SFEC/ECC GRC BRF+ GRC Standard Roles

Target Systems

Manual

. View: Virgil's view v ||| Openen Verwijderen Importeren ui
« Employee Self Service LT

'Ty Omschr attribuut =  Omschriyv. attribuutwaarde = Systeem  Rolnaam

° M a n a g e r S e If S e rvi Ce Locatie 50000113 BRHRM_SECRETARIS_COR

50000119 BRILAB_TM_CONTROLEUR_DWI Rartrasg 2oeken ox

* HR SDECiaIiSt 0000137 BRFU_WDN_DIV F—
| embten || swwmenen | v aten

= Automated

R pvna) Tevsbn Cooensls e
o AN M e ke e (R SETMETRITS AR ARAIRST 0T
Aat G D GO0 AR ik Pl B

ASSIgn roles based on ya’:‘;:n’ﬂ:‘;‘:—"ﬁﬂf";‘\‘\wm FEOIIMREGT=E RFE GREIRE GRE)

a3

function and system s

LIRSk

hegee s e s SLIAFRLIE IO R H- G
b2 Tow 2o =g,

e T
b 2o T2

SLIAFRLIE FHO R H- G

Aconubuts reier 5 UlRRTE Tel vk T ]
WTEHE B

2 TTaa Tk bl v v A ped EOIAAR0EITEL  BRCFNCnes Sy F BT
SFROET i i

Dbk T 0h MO LT g sy 000272 G M Taves MT-LATE
I

SR B2wt W BT

Update identity with HR
attributes

IR0 G AT e et (6N D)

el F 25 155 e Ter
RN Y PR KTIE

SRR R RS S ver R

Logic converted to GRC

o BurTTHbLICn Qe V2 Qebr ber SCUTMA R
ey GRECLHT 0

30EITt  GRCFUChncs S F BT

actions

Ttny bbb e ey R B TEUNAR FETIMEIIT GO Ml el Tavss TR T
panr L LN 1

Leavers

Tabeintoud
eier: (e e |
T Sk YRl Vatmeh CBamEvate b
Ll N NN Risk Analysis with VITENS_H Identity (de)provisioned in
= = s ruleset target system
. =001 Ageress orechimag) ENICH (0100 1EOE DL L b =)0 T2 R CHOW)

Master data Updates
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Onboarding form SuccesFactors

w Mijn medewerkersbestand ~

Terug naar: Systeembeheer

Nieuwe medewerker toevoegen

~ |dentiteit @

Datum in dienst* Bedrijf * Proces label*
11 jun. 2022 B | Geen selectie w Geen selectie '
Naamgegevens
Aanhef* Roepnaam* Geboortenaam (zonder voorvoegsel)*
Geen selectie ~
Basisgegevens

Geboortedatum*

B

Geboorteplaats *

Burgerservicenummer

Burgerservicenummer Is primair

Mederland ~ BSN - Burgerservicenummer ~ Ja

® Toevoegen

Doorgaan

Annuleren  Concept opslaan

S

GRC System

Automatic

provisioning
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Welcome to Vitens

Beste Virgil, Praktische informatie

Er is een account voor je aangemaakt om in te loggen op de Vitens omgeving. Welkom bij Vitens

Je gebruikersnaam is: VERLOOPV. Om jou een vliegende start te geven, vind je op de Welkom bii Vitens intranetpagina een programma voor de eerste 100 dagen bij
Vitens.

Deze informatie helpt jou in het stapsgewijs leren kennen van de Vitens organisatie.
We wensen je een mooie ontdekkingstocht en veel werkplezier!

De gebruikersnaam is geldig vocr zowel Windows applicaties als voor SAP omgevingen.

Inloggen op Windows applicaties T

Op basis van je functie zijn er diverse Windows applicaties toegekend. Meer informatie kun je vinden op onze welkomstpagina, zoals openingstijden, printen en je toegangspas.
Indien er prcblemen zijn met het inloggen, dan dien je een ticket voor de ServiceDesk ICT aan te maken. Heb je vragen of is iets onduidelijk? Kijk dan op de kennisbank.

Inloggen op de SAP omgevingen HR

Om in te kunnen loggen op een SAP-systeem moet je eerst je SAP wachtwoord resetten. Informatie met betrekking tot arbeidsvoorwaarden, (bedrijfs)regelingen en andere HR informatie kun je vinden op onze HR Pagina.

Resetten kan via het Toegangsportaal (op systemen met Single Sign-On (S50) is dit niet nodig).

FM

Vragen over parkeren, vergaderservice of andere facilitaire dienstverlening?
Rechten en Rollen Bezoek dan onze FM Selfservice pagina.
Toegangsrechten zijn toegekend op basis van je functie.
Extra rechten nodig? Vraag ze aan via het Toegangsportaal. 1PA

Informatie met betrekking tot I PA (Instrumentatie en Procesautomatisering) kun je vinden op onze I PA intranet site.

Toegang tot Office 365

Als interne medewerker van Vitens krijg je automatisch toegang tot het Vitens samenwerkingsplatform Office 365 (SharePoint, Ovsrige relevante links om door te nemen:

Teams, OneDrive, Office, etc.). Vitens veilig
Voor meer informatie, vragen, instructie- en trainingsmateriaal kun je terecht op het Tappunt. Gedragscode medewerkers Vitens

Huisvestingsconcept Zo werk ik
Indien je als externe voor je werkzaamheden ook toegang nodig hebt tot Office365 (Teams, Office, etc.), dan kun je deze toegang
aanvragen via deze link.
Zoek binnen deze applicatie op de volgende zoektermen: "0365”, "Office365" of "E5” en klik dan de volgende rol aan:

Tot slot wensen we je veel werkplezier bij Vitens!

Met vriendelijke groet,

“Bedrijfsrol Uitbesteed Werk uitgebreid (incl Office 365, Microsoft 365, E5 licentie, 0365)" Servicedesk 1CT

Servicedesk ICT: Zo helder als water!
Belangrijk
Werk je extern en/of op een laptop? Stel dan eerst je soft token in (Multi Factor Authentication/MFA). Hoe je dat precies doet lees
je in deze instructie.
Werk je alleen op een vaste computer (Vitens thin client) dan hoef je verder niets te doen.

LAAT WATER VOOR JE WERKEN

LAAT WATER VOOR JE WERKEN




Movers, Leavers, Extensions and Mergers

« We have similar processes for movers, leavers, extensions and mergers

DELHR (Uitstromers)

CHNHR (Doorstromers)
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ARM workflows - simplified

L B

Manager GRC System

Joiner trigger — auto provisioning

o 2 & & »

OPTIONAL: OPTIONAL:
Employee Manager Role owner Risk owner GRC System

Regular flow — auto provisioning

o 2 & & &

OPTIONAL: OPTIONAL:
Employee Manager Role owner Risk owner User Admin

Manual

Access Request Assignment RegLIIar fIOW - manual prOViSioning

pViténs
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User Access Review

 Twice a year we initiate the UAR (users vs role)

 The departement OSE (Operational Security Expert) has 2 weeks to
complete the UAR

— After 2 weeks, escalation to Delegated System Owner (DSO)
« The following action are possible for each row:

— Approve

— Remove role (role is unassigned immediately)

— Forward

AViténs
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User Access Review

Example Ontwerp & Aanleg + critical file access Finance

. Instructies controleren
Instructies controleren

Geef bij iedere onderstaande regel je reactie. Je hebt 2 opties:
Geef bij iedere onderstaande regel je reaclie. Je hebt 2 opties:

1) Goedkeuren = rolkkoppeling blijft bestaan
1) Goedkeuren = rolkoppeling blijft bestaan 2) Rol verwijderen = rolkoppeling wordt verwijderd
2) Rol verwijderen = relkoppeling wordt verwijderd

Controlestatus
Controlestatus

Totaal rollen: 1 Voltooid: 1 Afgewezen: 0
Totaal rollen: 28 Voltooid: 0 Afgewezen: 0
LGSO EVELDE Revisieverslag | Bijlagen | Commentaar
E el Revisieverslag | Bijlagen | Commentaar )
Weergeven op: | Rol v | Alles weergeven || Alles verbergen || Alle selecteren || Alle demarkeren
Weergeven op:. Rol ~ Alles weergeven || Alles verbergen || Alle demarkeren ) - T o
= .
O ILE AR ~ Resource - File - Q - OV - HK - Ac - AS - KA- bet Groep Resource - File - @ - OV - HK - Ac - AS - KA - betaal - Change
b AR:0O&%A PROJECT MAMAGEMENT_OFFICER Bedrijfsrol Project me . JONKERJ Gebruiker Jefta Josafat Jonker
»  AR:O8A_STAGIAIRE Bedrijfsrol Stagiaire ¢ LEEUWENR Gebruiker Rick Leeuwen
» BRIOZA_ENGINEER Bedrijisrol Engineer VERDELD Gebruiker Ove Anthenius Hendricus Verdel
» BR:0O&A KOSTENDESKUNDIGE Bedrijfsrol Kostendes
* BR:O&A_LEAD ENGINEER Bedrijfsrol Lead Engineer (O&A) 0
» BR:O&A_MANAGER Bedrijfsrol Manager Ontwerp & Aanleg 0
. » BR:O&A_MEDEWERKER_INTAKE_REGISTRATIE_AL Bedrijfsral Medewerker Intake en Registratie AL 1]
b BR:O&A_MEDEWERKER_WERKERVARINGSFLAATS Bedrijfsrol Medewerker Werkervaringsplaais 0
¥ BR:O&A_MEDIOR_EMGIMEER Bedrijfsrol Medior Engineer 0
BAKKERRI Gebruiker Hendrik Jan Pieter Balker GOKHAMJ ( Jacomina Maria Kriboo ) EXPERTISE ONDERGRONDSE INFRA ZUID Productie 0
BERGENR Gebruiker Rob Bergen GOKHAMNJ ( Jacomina Maria Kriboo ) ONTWERP & AANLEG Productie 9735
BUITERD Gebruiker Dennis Buiter VIJGER ( Renée Vijge ) EXPERTISE OMDERGRONDSE INFRANCORD Productie 1]

BUURSENW Gebruiker Wim Buursen GOKHANJ ( Jacomina Maria Kriboo ) ONTWERP & AANLEG Productie 10.888



What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)

pViténs
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Business Role Management

Business role
hierarchy

Role management
process

Access Risk Analysis

Accurately identify and remediate SoD and critical access
violations with embedded risk analysis

Business Role Management Access Request Management

Define and maintain compliant Emergency Access Management Automate user access assignments
roles in business- friendly Temporarily grant super-user status with acr_ossps‘PSAP tand
terms and language “firefighter” login IDs - in a controlled, ol BYEECILS
auditable environment
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Role mining process

Role mining

P
o

- GRC

SuccessFactors LR
HR data e
( ) s Azure Active
S/4 BW SF cac Dired:ory

Active Directory

Risk Analysis
Mitigation

Reprovisioning
Reprovisioning

GRC Business Role <

Upload to GRC BRM

Proposal

Saturation Matrix

Validation Role Owner

Export to GRC role

import file .;:I

A

by ttom -up

wnN

Nowuk

Import HR, SAP and Active Directory
data

Role mining

Create proposal in matrix with
saturation levels (i.e. >80% = green)
Validation Role Owner

Export to GRC role import file

Role import in GRC BRM
Reprovisioning to target systems
(for SAP also risk analysis and
mitigation effort)
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Example of role mining proposal

Waterexpertise DW1
Waterexpertist

W
Waterexpertise DWI
Waterexpertist DWI

Waterexpertist DWI
Wi Dwl
Waterexpertise DW1

Waterexpertise DW1
Waterexpertist DWI

owl
Waterexpertise DW1
Wi pwl
Waterexpertis¢ DW1
Waterexpertise DWI

Waterexpertist DWI
Waterexpertise DWI
Wi ise DW1

Waterexpertise DWI
Waterexpertise OWI

1
owl 50048221
owr

50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstalli BR:LAB_CONTROLEUR_DWI
'50048221 Controleur Drinkwaterinstall

'50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
'50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
Drinkwaterinstalli BR: LAB.

'50048221 Controleur Drinkwaterinstall. BR:LAB_CONTROLEUR_DWI
50048221 Controleur nstall: BR: CONTROLEUR_DWI
"50048221 Controleur Drinkwaterinstall: BR:LAB_CONTROLEUR_DWI

’50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI

1 Controleur Drinkwaterinstall BR: LAB_CONTROLEUR_DWI
"50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI

1 i install BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall: BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwateri CONTROLEUR_DWI

install BR: LAB_{
'50048221 Controleur Drinkwaterinstall
'50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall: BR:LAB_CONTROLEUR_DWI
30048221 Controleur Orinkwaterintall B2:L08

'50048221 Controleur Drinkwaterinstall BR:LAB_CONTROLEUR_DWI
50048221 Controleur Drinkwaterinstall: BR:LAB_CONTROLEUR_DWI
50048221 C: I ink install

i BR:LAB_C el

P
P
P
N
P
P

Niet toegewezer
HFATE= %3 Niet toegewezer fl=*_#PDE_IPS AP PAS 0
HFSAF L3 Niet toegewezer 38 ¢ Jiim oad M L1
Niet toegewezer

Niet toegewezer
AFNLE 3.3 Niet toegewezer [han 5 ML.PaW. BV .M
A1k o0 Niet toegewezer | -

"
LMPS I Verzamelrol  RAAY
kL1 X Niet toegewezer

Niet toegewezer
VET TTIW Niet toegewezer oS P 1 FTW %, 0° 0y
LT LXK Niet toegewezer [ MR “LALA®

@ 71m Niet jewezer ' A" 1af 1 1%c 9 &

et toegewezer 4¥ . L'Z ¥.Wauf L.
%

Niet toegewezer

Niet toegewezer PP F_|0_M . 5 407 "o
toegewezer k... r ¥ L&
toegewezer

CACL LR

7,692308

7,692308
3,846154
3,846154
3,846154
7,

- 96,15385
1 3,846154

8 30,76923
8
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What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner,
Mover and Leaver Processes, Including IAG as Bridge

Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)
BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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IAG Solution Architecture

is a "bundled solution”

1. IAG SaaS
Integration SAP Business Technology
Platform;:::dlra;w} Cloud SAP Cloud Identity Access Governance 2 . IAG su ba ccou nt BTP (ClO u d
Foundry)

3. IAS subaccount BTP (Cloud
Foundry/proxy to Azure AD)

4. IPS subaccount BTP (Neo)

5. Workflow subaccount BTP (not
.. being used in our bridge

ansgems , scenario)

- 6. Cloud connector (only cloud

service provider has access,
KPN)

Access Role Access

o

pViténs
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Deployment scenario’'s

« Scenario 1: SAP Access Control with IAG bridge (integration edition)
— Best of 2 worlds Hybrid Identity and Access Governance
— Support of 2 systems o
— Double license cost

« Scenario 2: IAG only
— Nice for starters
— Not all GRC AC functionality is available

« Scenario 3: SAP Access Control Only
— No extended cloud provisioning (excl. SuccesFactors and Azure AD via AD on prem)

Choice Vitens: Scenario 1
Reason :Vitens uses a lot of functionality which is not available in IAG yet

pViténs



(client 100

BR:CONTROLEUR_DRINKWATERINSTALLATIES
(Inspector drinking water installations)

SuccesFactors S4H ABAP i.e. Proces Automatisering Azure AD HR Portal/ PO

Groep: Functierol Role - OU: Resources OU: Resources o
FR:X_ALG_MANAGER FR:S_LAB_CONTROLEUR_DWI pcd:portal_content/m_vit.vitens

_2018/m_mdw_vit.medewerker
Resource - Application Resource - 0365 - Cluster - * Resource - 0365 - Cluster - * /rol/r_mdw_vit.medewerker_s4

Taakrol: Resource - 0365 - Afdeling - * Resource - 0365 - Afdeling - *

Role:
TR:G_M_ALG_BASIS TR:S_M_ALG_BASIS

ABAP FR role

RFC A RFC

Resource - 0365 - Team - * Resource - 0365 - Team - *

= S “ = L S S

LDAPS

SFEC static group

Web Service

GRC (mandant 200) AD on premise

HR Portal

3rd party
on
premise
apps

Groep

Manueel

- Cloud Proces Automatisering
SuccessFactors Connector applicaties en rechten +
overige manual applicaties
en rechten

AAD Connect
Azure Only Groepen

- IAG SaaS
BTP (Cloud Foundry) IAS
IAG BTP

. &
Role Collection Groups Role Collection AZ ure AD

Role 3rd party
on cloud
apps

& SAP Analytics Cloud & C4C (cioud Foundry)

Team Role Collection

Role Role

Privilege



What we’ll cover

16:30h - 17:00h How Vitens Implemented SAP GRC Access Control in a
SAP & Non-SAP Hybrid Cloud Landscape with Joiner, Mover and Leaver
Processes, Including IAG as Bridge

« Introduction and roadmap Vitens

Framework and architecture

EAM (Firefighter)

ARA (SoD Scanning, SoD Review)

ARM (Position Bases Access Control, User Access Review)

« BRM (Role management)

IAG overview and architecture

Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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ABAP connection

« Connection

— RFC
 Functions

— 4 functions (ARA/ARM/BRM/EAM)
 Properties

— Most extensive connection




Succesfactors connection

e Connection

Business Role Management
D nt

Accass Request Managemant
Automate use igniment

— HTTPS connection based on oData

(trust certificated based)
Functions

— 3 functions supported
(ARA/ARM/BRM)

Properties

Toegangsrisico: R_HR139
[a] suen

Detalls  Wijzigingshisiode

Vinlahon Histons View

l@.

* Teegangsrisico-ID: - R_HR139 Omecheifing:  Display PA Master Data salary SAP SuccesFactors
* Risicosoon.  Krficke bevoegcheid -
H " Bedrifisproces: | Hire 2 Redre -
— * Omechripin Do) FAMaster Data zal.
Only static groups can be e
* Fislconiveau. | Hoog v
prOViSiOHEd e '
- k -
Dynamic group work with ARA
- . - * FunctisD | F_PAIN * Orszepieg. | SAR Seroesstuctons Depiy F5 Master s salary
— Define SuccessFactors specific risks i ——
= sy | Azt sysicen
e [
B S [e— it o [r—
SuczessFactors Sram Enpinyee Ceviral ENectve Doted Erttizs - Compe...  DATA_MODEL_EC_EFFECTIVE_DWTED compimz e D At
SuczzssFactues Fraa oya Cortra Efactis Dated Seitics - Edl Lk DATAMODEL_EC_EFFECTIVE_DWTED compinz_adtlink et . ket
SusessFation S Erupyn Dot - Radaris Volt-scoasl 41180) DATA MODFL wat ann skl
et vty S Sy e~ Sndans e (0770 AIA_NULL il AN st
SuczessFactors Sram oyee Doa - Spat o DTAMCOEL payGamzonesthienfesumng e D At
SuccessFactors Frocucte SuczzssFactues Fraa yea Do - 3pat Banis Edk Actor DATA_MCDEL paytzmzonesthinAasuming_sdt read AHD ket
ER SusessFation Sran Erpitnea Vs - Tl Rssards e ] dalaut astiens s anD skl

Beheerint Technizche instelli Asnmeldingevellging  Speciale coties

20 Pri a3 |
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SAP Analytics Cloud connection

« Connection

— HTTPS over oData and SCIM
 Functions

— ARM and BRM i oo et et i o

Type Name Prope

Business Role Management

Accass Request Managemant
Automate use igniment

Authantication Mofushentication

.
HTTR IAGAUthService FroxyType ntemet
* URL ttpa: aefwpinBn accounts.ondermand comiservicalusers.

— Besides teams, roles are now also o ——
supported R -

— Provisioning job and Repository object s JAG=BTP AT T
sync job - s mmee | B

Authentication

URL bt [ mefwpinfin acco ageut datieh s o o
-
SSO to SAC via IAS (AZU re AD ] SAC login
RFC-verbindingen Type  Commentaar Systems (1) Details SAP Anelytics Glowd URL:
o ey vt s had s
= > [ ABAP-verbindingen a : i
elegation o g ot | ac om0 S———,
/9 BRIDGE_SOD_AUTH G IAG Bridge Auth SAC_FRD =
e e 7 BRIDGE_SOD_CHECK G IAG Bridge Check SAP Anabytica Cloud I
- Vi Proxy Sysiem Des G HR Portal Develapment ) “
. . SAC G HR Portal Ontwikiel SPMI
uslormer Mensged
SAC_PRD @ G HR Portal Productie —_
=aC PAD Q&Lsh Clients .
B Froductian Frakins Ayt Choad G HR Portal Productie SPML IAG S S
- -
-] G HR Portal Acceptatie a a Description:  SAP Anatytics Cloud Productie
ENT L B G HR Portal Acceptatie SPM System Ty, SAP Analyties Claud
7 SAC_DEV G SAP Analytics Cloud Ontw Extarnal System ID; Sl w1 080 d 0 & v v A0 T
Properis 5 SAC_PRD G SAP Analytics Cloud Prod HCP Destination:  IPS_PROXY
Joeenat ML G R Suc rs i Alias:
. - o C-on-prem
S G SuccessFactors Mtwikkel
S G SuccessFactors Productie
P -
Pusamcrd s
[ [
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In this session...

e See how Vitens combined HR triggers with GRC business roles using the standard role functionality in
combination with HR job key codes

e Gaininsight into how Vitens uses SAP GRC and IAG as an IAM system
e See how Vitens has expanded Access Control to Active Directory using the standard LDAP connector

e See how Vitens is expanding Access Control to SAP cloud applications SAP Analytics Cloud, C4C, SAP Field
Service Management, SAP Employee Central Payroll and BTP using IAG as bridge

e See how Vitens has expanded Access Control to SuccesFactors using it as a source and target system
e See how Vitens is expanding SuccesFactors to (Azure) Active Directory to support Identity Lifecycle Management

e Hear how Business Role Management is being used in the role management process

pViténs



Feedback and Questions
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