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How Vitens implemented SAP GRC Access Control in a SAP & non-SAP hybrid cloud landscape

with joiner, mover and leaver processes, including IAG as bridge

Virgil Verloop and Hendrik Bijma, 23 may 2023



In this session…

• See how Vitens combined HR triggers with GRC business roles using the standard role functionality in 

combination with HR job key codes

• Gain insight into how Vitens uses SAP GRC and IAG as an IAM system

• See how Vitens has expanded Access Control to Active Directory using the standard LDAP connector

• See how Vitens is expanding Access Control to SAP cloud applications SAP Analytics Cloud, C4C, SAP Field 

Service Management, SAP Employee Central Payroll and BTP using IAG as bridge

• See how Vitens has expanded Access Control to SuccesFactors using it as a source and target system

• See how Vitens is expanding SuccesFactors to (Azure) Active Directory to support Identity Lifecycle Management

• Hear how Business Role Management is being used in the role management process
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What we’ll cover
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)



Vitens
24/7 drinking water for 1/3 of the Netherlands

5,8 million customers

8,3 customer satisfaction

€1,02 for 1000 liter369 million m3 supplied

1.527 employees

Maintain 50.000 km pipe network



Application Management Business Systems
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• Department with 40 employees and 9+ suppliers

Team BI Team S4 Team Mobile Team IAM Team Tech 

• SAP BW 
• SAP SAC 

• S/4 HANA 
• FICO
• PS/CPM/PPM
• EWM 
• VIM 

• S/4 HANA 
• SAP CRM 
• EAM
• PM
• Mobile solutions
• FSM

• SAP GRC 
• SAP IAG
• Protect 4S
• SNOW Optimizer

• SAP CPI 
• SAP PO 
• ABAP / FIORI
• BTP 

Team 
Customer 

• S/4 HANA 
• IS-U 
• C4C

Team online 

• Sitecore ISS
• Office 365
• Jira

Team HR 

• SAP SF/EC
• HR portal
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Team composition
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Firstname Lastname Function FTE

Hendrik Bijma Team Manager

Edwin Drenth Functional Support 1

Sebastian Dusseljee Senior Functional Support 0,8

Elbert Frans Senior Functional Support 1

Matthew Lampe IT Trainee 1

Paul Ragnauth Senior Functional Support 0,6

Dave Redeker Senior Functional Support 1

Ilone Roelofsen Senior Functional Support 1

Virgil Verloop Product Owner 0,2

Total 6,6

Firstname Lastname Function FTE

Pedro Da Cruz Maia S/4 Transformation 1

Stefan Raven S/4 Transformation 1

Virgil Verloop IAM 0,6

Total 2,6

Support Team IAM/ GRC/ Security & Authorizations

Project S/4 Transformation & IAM



Security organisation
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• Department Operational Security Expert (DOSE)
– Takes decisions regarding user access
– Has experience with the Vitens organisation and specific department
– Has an advisory role and prefereabbly no requester/manager/risk owner

• Proces Operational Security Expert (POSE)
– Takes decisions regarding user access
– Has experience with the Vitens organisation and specific processes
– Has an advisory role and prefereabbly no requester/manager/role owner



Roadmap GRC & IAM
2018-2019 2020-2022 2023 2024

Goals

Projects/
Processes

Organization

Compliant Access 
Control SAP

Compliant Access Control non SAP

Provisioning KA

Regular audits (internal & external)

ITGC framework

Authorization implementation S/4 HANA stream 2 to 5

Optimized Control Cycle

Develop IAM team

Professionalize 1ste/2de line of defence

Develop Vitens control culture

Integrate PC activities in IAM team

IC statement via PC

Provisioning PA

Provisioning LAB

M/A Control Performance

Disclosure Surveys

ToD/ToE Assessments

Key controls stream 1 to 5

Other controls

Cloud provisioning IAG

Systems
MS FIM

MS EXCEL/ Jira/SharePoint

SAP GRC AC - LDAP

SuccesFactors Source

NWBC End Users

GRC FIORI
SAP GRC Process Control

SAP IAG bridge

SAP IAG full suite

SAP GRC AC – Manual Provisioning

Automate SAP AC
processes

HR connection
GRC SP09

SAP Analytics Cloud connection

Succesfactors Target

SuccesFactors Inbound Provisioning

Protect4S

SAP Vulnerability Management proces

C4C met IAG

Office 365

O365 connection

SuccesFactors>CI>GRC

GRC SP13

SNOW

Optimize license management

Optimized Cyber Security

Optimized
License Management

Project IAM

New FIORI request app

Physical access control

GRC SP20

Periodieke Roleming

Ruleset Alignment

Success Factors cleanup + incorporate in ITGC

SAP Security Baseline + alignment IS policy

SAP Field Service Management

SAP EC Payroll
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What we’ll cover
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Framework
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Target  Applicat ions

Emergency Access Management 
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Risk Analysis
SODREV
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Business Role

Management
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Documentation Structure
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Vitens Information Security Policy

Standards Procedures Registrations

Authorization Policy

Operational Security Experts

SOLL Matrix

SAP System Owners

SAP Authorization Naming convention

SAP System parameters (incl. GRC)

SoD Ruleset (VITENS_H)

SAP Authorization Concept 

SoD Baseline

Usermanagement

SAP Role management

SAP Firefighter

SAP SoD Review

User Access Review

SAP Control Monitoring

SAP SoD Rule set management

SAP Mitigated Role Administration

SOLL Matrixmanagement



SOLL Matrix - ICT
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Solution Overlay
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Access

Identity Lifecycle Management Authorization Management Business Alignment

ReviewAuthentication Privileged Access Management

Vitens 
Employees

User 
repository

Attestations

Desired
state

Current
state

Sign-on

Digital identities

Customers
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SAP
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SAP
HR

BR:CONTROLEUR_DRINKWATERINSTALLATIES
(Controleur Drinkwaterinstallaties)

Target Applications

Emergency Access Management 
(Firefighter)

Manual Access 
Risk Analysis

SODREV

UAR

Business Role
Management

SoD

Context

Responsibility

p
ro
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Role
Recertification

FFID Review

De(central) Log Review

Level 1
Primary SSO

Level 2
Policy based

(application level)

Level 3
Policy based

(transaction level)

Control 
Monitoring

SAP GRC Access Control/ 
Identity Access Governance

Success Factors
Employee 

Central

SAML 2.0 via Azure AD/
Identity Authentication Service

SNC

FIM > SF IP

SAP 
GRC 

Access 
Control
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IAM chain
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SuccessFactors 
Production

SuccessFactors 
Production

ECC Production (EPV)ECC Production (EPV)

S/4 Development 
(V4D)

S/4 Development 
(V4D)

BW Development 
(BDV)

BW Development 
(BDV) AD Production

(vitens.lan)
AD Production
(vitens.lan)

SAP Cloud 
Platform
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User + role provisioning Role/group provisioning

Azure AD ProductionAzure AD Production

Azure AD 
Connect 

Sync

Azure AD 
Connect 

Sync

Azure AD 
Connect 
Provisioni
ng Agent

Azure AD 
Connect 
Provisioni
ng Agent

Azure AD Provisioning ServiceAzure AD Provisioning Service

User provisioning

Attribute (e-mail) write back

E-mail generation

Identity Lifecycle Management (instromers/doorstromers/uitstromers)

1 Trigger if username <> Person ID

GRC Production (GRP)GRC Production (GRP)

Username generation

ARMARM ARAARA EAMEAM BRMBRM

2

3

4

5

6

7

9

8

1. Employee data is maintained
in SuccesFactors

2. Sync to ECC
3. Sync to GRC
4. GRC generates username
5. GRC writes username back to

SuccessFactors with API via 
SCP

6. SFIP sync to Azure AD 
Provisioning Service

7. User provisioning payload
sent to AD on premise

8. AD sync to Azure AD
9. Azure AD writes e-mail back 

to SuccesFactors
10. GRC has all data and starts 

provisioning to target systems
10 10

S/4 Test (V4T)S/4 Test (V4T)

S/4 Quality (V4Q)S/4 Quality (V4Q)

S/4 Production (V4P)S/4 Production (V4P)

BW Test (BTV)BW Test (BTV)

BW Quality (BQV)BW Quality (BQV)

BW Production (BPV)BW Production (BPV)

+
 2

3
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SF Development (T1)

SF Test (T2)

SF Quality (T3)

SF Production

SFECSFEC

SFEPSFEP

SAC/BTP/C4C 
Development

SAC/BTP/C4C 
Production

User + role provisioning

IAG
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Emergency Access Management (Firefighter)
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Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Access Request Management
Automate user access assignments 

across SAP and 
non-SAP systems

Business Role Management
Define and maintain compliant roles 

in business- friendly terms and 
language.

1
Firefighter (central 
and decentral)

2 Firefight log review
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Access Risk Analysis (SoD management)
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1 SoD Ruleset 2 SoD Review 3 Adhoc scan

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Access Request Management
Automate user access assignments 

across SAP and 
non-SAP systems

Business Role Management
Define and maintain compliant roles 

in business- friendly terms and 
language.
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• Alligned with our accountant (PwC)
• Ruleset divided (Critical/High vs Medium/Low)
‒ Performance reasons
‒ SODREV reasons

• Change management on ruleset is active
(ruleset is treated as masterdata)

• The following steps have been followed:

SoD Ruleset

19

Risk  Risk Owners

Function  Security Team (4 eyes principle)



Risk baseline & 4 T’s

4 T’s Information 
Security Response

SAP GRC SoD Review terms

1. Tolerate Accept Low/Medium + MC_GR*

2. Transfer Transfer NVT

3. Treat Mitigate High + MC_*

4. Terminate Remediate/Eliminate Critical/High + Remove risk
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SoD Review (Safetynet)
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Includes the following functionality:

• Plan periodic jobs

• 5 reaction types

• Submit by OSE 

• Submit (formal close by DSO)
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22

16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access 
Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Access Request Management (usermanagement)
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1
Position Based 
Access Control 
(70%)

2
Requests by 
user (30%) 3

Password 
Self Service 4

User Access 
Review

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Access Request Management
Automate user access assignments 

across SAP and 
non-SAP systems

Business Role Management
Define and maintain compliant roles 

in business- friendly terms and 
language
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Position Based Access Control
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SFEC/ECC GRC BRF+ GRC Standard Roles Target Systems

Joiners

Movers

Leavers

Master data Updates

Logic converted to GRC 
actions

• Employee Self Service

• Manager Self Service

• HR Specialist

Assign roles based on 
function and system

Update identity with HR 
attributes

Risk Analysis with VITENS_H 
ruleset

Identity (de)provisioned in 
target system

Manual

Automated
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Onboarding form SuccesFactors
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On boardingOn boarding
Automatic 

provisioning
Automatic 

provisioning

Manager GRC System

1 2



Welcome to Vitens
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Movers, Leavers, Extensions and Mergers
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• We have similar processes for movers, leavers, extensions and mergers
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ARM workflows - simplified
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Regular flow – auto provisioning

Regular flow – manual provisioning

Joiner trigger – auto provisioning



User Access Review

• Twice a year we initiate the UAR (users vs role)

• The departement OSE (Operational Security Expert) has 2 weeks to
complete the UAR

– After 2 weeks, escalation to Delegated System Owner (DSO)

• The following action are possible for each row:

– Approve

– Remove role (role is unassigned immediately)

– Forward

29



User Access Review

Example Ontwerp & Aanleg + critical file access Finance
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)
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Business Role Management
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Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Access Risk Analysis
Accurately identify and remediate SoD and critical access 

violations with embedded risk analysis

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Emergency Access Management
Temporarily grant super-user status with 
“firefighter” login IDs – in a controlled, 

auditable environment

Access Request Management
Automate user access assignments 

across SAP and 
non-SAP systems

Business Role Management

Define and maintain compliant 
roles in business- friendly 

terms and language

1
Business role 
hierarchy

2
Role management 
process
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Role mining process
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1

2

3

4

5

6

7

1. Import HR, SAP and Active Directory 
data

2. Role mining
3. Create proposal in matrix with

saturation levels (i.e. >80% = green)
4. Validation Role Owner
5. Export to GRC role import file
6. Role import in GRC BRM
7. Reprovisioning to target systems

(for SAP also risk analysis and
mitigation effort)

Role miningRole mining

ProposalProposal

SaturationSaturation MatrixMatrix

Validation Role OwnerValidation Role Owner

Export to GRC role 
import file

Export to GRC role 
import file

GRC Business RoleGRC Business Role
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Example of role mining proposal
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16:30h - 17:00h How Vitens Implemented SAP GRC Access 
Control in a SAP & Non-SAP Hybrid Cloud Landscape with Joiner, 
Mover and Leaver Processes, Including IAG as Bridge

• Introduction and roadmap Vitens

• Framework and architecture

• EAM (Firefighter)

• ARA (SoD Scanning, SoD Review)

• ARM (Position Bases Access Control, User Access Review)

• BRM (Role management)

• IAG overview and architecture

• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)



IAG Solution Architecture

1. IAG SaaS

2. IAG subaccount BTP (Cloud 
Foundry)

3. IAS subaccount BTP (Cloud 
Foundry/proxy to Azure AD)

4. IPS subaccount BTP (Neo)

5. Workflow subaccount BTP (not
being used in our bridge 
scenario)

6. Cloud connector (only cloud
service provider has access, 
KPN)

36

is a ”bundled solution”

C4C BTP

FSM ECP



Deployment scenario's

• Scenario 1: SAP Access Control with IAG bridge (integration edition)

– Best of 2 worlds

– Support of 2 systems

– Double license cost

• Scenario 2: IAG only

– Nice for starters

– Not all GRC AC functionality is available

• Scenario 3: SAP Access Control Only

– No extended cloud provisioning (excl. SuccesFactors and Azure AD via AD on prem)

Choice Vitens: Scenario 1

Reason :Vitens uses a lot of functionality which is not available in IAG yet

37



IPSIPS

Azure ADAzure AD

SAP Analytics CloudSAP Analytics Cloud

AD on premiseAD on premise

SuccessFactorsSuccessFactors

SFEC static group

SuccesFactors

ABAP FR role IAG group

S4H ABAP IAG

Functierol 
FR:S_LAB_CONTROLEUR_DWI

Taakrol: 
TR:S_M_ALG_BASIS

Group

AD group

AD

OU: ResourcesGroep:
FR:X_ALG_MANAGER
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Manual

i.e. Proces Automatisering

BR:CONTROLEUR_DRINKWATERINSTALLATIES
(Inspector drinking water installations)

Azure AD group

Azure AD

OU: Resources Role -

Resource - Application

Java role

HR Portal/ PO

pcd:portal_content/m_vit.vitens
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GRC (mandant 200)GRC (mandant 200)
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1
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Role CollectionRole Collection
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PROXY
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• Target connections (SFEC/ABAP/IAG/Manual/LDAPS/Java)



ABAP connection

• Connection

– RFC

• Functions

– 4 functions (ARA/ARM/BRM/EAM)

• Properties

– Most extensive connection

40



Succesfactors connection

41

• Connection

– HTTPS connection based on oData
(trust certificated based)

• Functions

– 3 functions supported
(ARA/ARM/BRM)

• Properties

– Only static groups can be
provisioned

– Dynamic group work with ARA

– Define SuccessFactors specific risks



SAP Analytics Cloud connection

• Connection

– HTTPS over oData and SCIM

• Functions

– ARM and BRM

• Eigenschappen

– Besides teams, roles are now also
supported

– Provisioning job and Repository object 
sync job

– SSO to SAC via IAS (Azure AD 
delegation)

42

Access Request Management
Automate user access assignments 

across SAP and 
non-SAP systems

IPS

IAG-BTP

IAG-SaaS

GRC on prem

SAC login

SAC



In this session…

• See how Vitens combined HR triggers with GRC business roles using the standard role functionality in 

combination with HR job key codes

• Gain insight into how Vitens uses SAP GRC and IAG as an IAM system

• See how Vitens has expanded Access Control to Active Directory using the standard LDAP connector

• See how Vitens is expanding Access Control to SAP cloud applications SAP Analytics Cloud, C4C, SAP Field 

Service Management, SAP Employee Central Payroll and BTP using IAG as bridge

• See how Vitens has expanded Access Control to SuccesFactors using it as a source and target system

• See how Vitens is expanding SuccesFactors to (Azure) Active Directory to support Identity Lifecycle Management

• Hear how Business Role Management is being used in the role management process

43
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Feedback and Questions
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