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Our Team

Our team is responsible for four core areas:

1. Identity & Access Management (IAM) – Company-wide identity and access management

2. SAP Security & SAP Authorization Management – Securing and authorizing SAP environments

3. SAP License Management – Efficient management of SAP licenses

4. Compliance – Development and maintenance of IT General Control frameworks for SAP 
systems

What we do



Our Team

We provide end-to-end identity management and security governance by 
combining the best of SAP and Microsoft, complemented with specialized tools:

1. SAP GRC Access Control – For authorization management, risk management, 
provisioning to SAP and non-SAP systems, and SAP privileged access management 
(“firefighter”)

2. SAP Identity Access Governance (IAG) – The bridge to SAP cloud systems for identity
and access management

3. Microsoft Entra ID Governance – Covers part of the IAM chain with direct integrations
from SuccessFactors to Microsoft products and environments

4. Security Bridge – For SAP security monitoring and automation of IT General Controls
5. Flexera SNOW Optimizer – For SAP license optimization
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Our Integrated Solutions



IAM security organisation

Department Operational Security Expert (DOSE) – Role Owner
• Takes decisions regarding user access
• Has experience with the Vitens organisation and specific department
• Has an advisory role and prefereabbly no requester/manager/risk owner

Proces Operational Security Expert (POSE) – Risk Owner
• Takes decisions regarding access risk
• Has experience with the Vitens organisation and specific processes
• Has an advisory role and prefereabbly no requester/manager/role owner

6

Decentralized approach
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IAM framework
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Solution Overlay
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IAM chain
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1. Employee data is maintained
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provisioning to target systems
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Entra ID Governance

Next to this end-end provisioning we also have Life Cycle Workflows in place like:

• Pre onboarding, onboarding, offboarding

• Including working with a Temporary Access Pass for quick onboarding including Microsoft 
on boarding e-mail

SAP SuccessFactors to Active Directory user provisioning
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SuccesFactor Integration
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SuccesFactors > Cloud Integration > GRC AC



GRC ARM simplified workflows

15

Regular flow – auto provisioning

Regular flow – manual provisioning

Joiner trigger – auto provisioning
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IAG Solution Architecture
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is a ”bundled solution”

C4C BTP

SAC ECP
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IAM BI Platform Analytics
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Role mining process
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Example of role mining proposal
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IAM Automated Testing Architecture
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End-to-End Automated testing
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Security Monitoring with Security Bridge

• Besides IAM, authorizations, firefighter and segregation of duties, we are 
paying more attention to SAP cybersecurity risks.

• We are connecting our on-premise and cloud landscape 
(around 50 systems)
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Vulnerability Management
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Other functionalities

1. Code Vulnerability Analysis

2. Patch Management

3. Interface Traffic Monitor

4. Enterprise Threat Detection
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Flexera SNOW

• Account cleanup based on HR data

• Account cleanup based on inactivity (across DTAP landscape)

• License shuffle based on actual usage
(using STAD data as the source)

• Compliance reporting, historical trends, etc.

• Other housekeeping jobs (duplicate data, etc.)

• Automation of the labor-intensive license management process
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Usage within Vitens



Flexera SNOW architecture
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Useful features
Is data correctly loaded in Data Administration



SNOW rules
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Feedback and Questions
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We hope these past 25 minutes have given 
you a glimpse into our approach to 
securing hybrid SAP environments bringing 
together the best solutions from SAP, 
Microsoft, and specialized partners like 
SecurityBridge and Flexera SNOW to create 
a comprehensive security and compliance 
framework


