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Hoe koppel je SuccesFactors aan GRC Access Control via Cloud Integration om
Joiners, Movers en Leavers te automatiseren
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Fact & Figures

%

Formal foundation of
the Dutch Agricultural
Cooperative

\‘(j,%

Turnover in 2022

0%

Dutch members

Sales volume in 2022
(x 1,000 tonnes)

’ . . .....
Mpgd
Staff members with employees
(FTE)

&
- |

Profit paid to the Since 2012
Dutch members since 2012
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Global Presence Royal Agrifirm Group

Production locations
The Netherlands, Belgium,
Poland, Hungary, Serbia, Spain,
China, Brazil and Uruguay.

Joint ventures
China, Algeria and Ukraine.

Sales offices
Italy, United States, Singapore
and China.

-
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M
. Production Locations



Business Process & GRC Organization

The Business Process Organization is the Governance structure that enables effective decision
making on Business Process and -System requirements and fit for purpose (Balanced Cost vs
Business Value) Process and Business System solutions.

= Business process owner

Pw'%

‘.F
- %
Plan to

é.
5 produce & deliver ‘3

ed &l BRO® -

£ Overtref de verwachtingen
van de klant,

== (Global Business process lead

mm Business unit BPL -

mm Key users

*l..“

Record to Report
0adye

Resultaten verbeteren
door resultaten te meten.
Van onszell. En van
onze Kianten.

== CNd users

Riskowners zijn accountable voor SOD conflicten
Directors of Senior management

& agrifirm



Group IT Business Applications — GRC Organisatie

H2R R2R LTC STP PtP&D

Functional support (24/7)
incl. release- and test management

Bl & Data Engineering
TAM and Development

Project Management

& agrifirm
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Raamwerk

Identity Lifecycle Management Authorization Management Business Alignment

BR:ADVISEUR_AKKERBOUW
Employees (Adviseur Akkerbouw) Responsibility
SuccesFactors
User Business Role

=
repository - ! Management
oo Jn s |
(B v
Desired
state

rm

“ustomer.

<onsume, -

Authoritative Sources
(Joiners/Movers/Leavers)

Sign-on

m_mm [
=
o

Current

Provisioning

Digital identities

B® Microsoft

Attestations

Manual Access
Risk Analysis

Emergency Access Management
(Firefighter)

Do

Authentication Privileged Access Management Review

Legenda

IAM domein
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Solution Overlay

Success
Factors
Employee
Central

Cloud Integration

Sign-on

SAP GRC Access Control

IAS voor Cloud
Username/Password on Prem

& agrifirm



Architectuur

> GRC has a 3 system landscape model (DAP)

> SuccesFactors has a 2 system landscape model (DP)

> Cloud Integration has a 2 system landscape model (TP), but the integration is configurable

o SuccessFactors
Production

& SuccessFactors
Development
I oData
SAP Cloud configurable
Integration Test

I oData

SAP Cloud
Integration
Production

SOAP i SOAP

GRC . .
GRC Quality GRC Production
De"&%‘g‘;e“t (AGA) )
SP22 SP22

Unit test UAT

/ Alleen EAM
UAT

Unittests and User Acceptance tests will be performed on
the SuccesFactors Dev, Cl test and GRC Development.

& agrifirm



|JAM chain — After Go Live SF>GRC

S/4 HANA Production

Static group provisioning

+ 23 overige SAP omgevingen

(AHP) - HR minimaster

E-mail interface to create tickets

SuccessFactors
Production

SAP Cloud
Integration

GRC Production (AGP)

User + role provisioning

S/4 Dev (AHD)

BW Dev (AWD)

S/4 Quality (AHQ) BW Quality (AWA)
Manual user and role
S/4 Production (AHP) BW Production (AWP)

& 5Ap Analytics Cloud

& SAP Analytics Cloud

Subset: internal
NL employee sync

Manual write back

Subset: internal

username and e-mail NL employee sync

4 IAM (Tools4Ever)

= Username generation E-mail generation

User Service Access
Provis Automa Governa
ioning tion nce

Downstream
Provisioning

User + group provisioning

Dev

AD Production

provisioning

Azure AD
Connect
Sync

+ 4 other SAP cloud systems

Production

Topdesk

PDC Shop
Provisioning

E-mail interface
to create tickets

LDAP>Topdesk

Azure AD
Connect
Provisioni
ng Agent

Group provisioning

SAP flow

[y

el N

Lo N o u

11.

Onboarding in
SuccessFactors

Sync to ADP

Sync to IAM

IAM generates username and
e-mail

HR manually writes back the
username and e-mail in SF
SAP CI pulls data via oData
from SuccesFactors

SAP CI pushes data via SOAP
to GRC

*Sync to S/4 HR minimaster
?HR manually maintains HR
minimaster record
(username/e-mail)

GRC triggers joiner access
request with default role
GRC user and role
provisioning to SAP on
premise systems (only for IT
employees, business still
manual based on Topdesk
tickets)

Azure AD Production

& agrifirm
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Huidige setup . r3

Risks per business process

% %
% »
© »
= ’
I . :
o = —
P — Ss  OertoCun

Mutwrioh  Mand Payrell  Production ey ot

Vaeagumae Paneng  Management  Mumwrance

Rincpaest pee request type Fesquest pes process

Conflicts per risk level Conflicts per business process

«
Roles per company g e 0 - » B I
Ll = I I l . 2 2 S o : ,- y 2 / =
PR ‘» 0 | ISP S = P
Mt ed g r ’ 7

T

5 —

Top 10 users with risks

© ©

b o “ o

I I I I : : : 3
ot O A e R ——bate

Rsquests per month

» ¥ & 8 B

e D P ey - mbeas -

Prowssonngs pes sytem Provisionings per system

. v
“r - e T
I n St B S s e e s i : - Access Risk Analysis " o [ iy
T B T 25 Accurately identify and remediate SoD and critical access violations with

embedded risk analysis

Bedrijfsrollen model
edrifsrolle ode Business Role Management

(nog) niet de methodologie

Define and maintain compliant roles in business-
friendly terms and language.

Emergency Access Management
Temporarily grant super-user status with “firefighter”
login IDs —in a controlled, auditable environment

Usage per FFDfstream

7\
L8 AT ‘o

Access Request Management
Automate user access assignments across SAP and
non-SAP systems

Preapproved path
HR triggers (SF>CI>GRC)

Reviews technisch live

& agrifirm
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Integration Overview

e & SuccessFactors Employee Data

l | l
e

Emp Change
(Mover / Update)

SAP Cloud Integration
e Converts SuccesFactors data to Access Control format

SAP SuccessFactors Employee Central to SAP Access Control Integration

Using SAP Cloud Integration

Access Control Engine invokes BRF+
(BRF+ is configured in Access Control IMG)

Rule to Role Mapping
(Configured in Access Control Setup)

Employee is provision in target systems

& agrifirm



Integration Overview (detailed view)

CompoundEmployee 11508 XML

SFOData. EmployeeHR Trigger
Element QUERY Response

Employee Central

Compound API

Oy

Employee Delta

@

Admin

SAP Cloud P‘aﬁorE lntcgration

iFlow

O

Scheduler

GRAC_SFEC_HR_TRIGGER 1508 XML Web Services
SOAP Client SAP AC
Employee HR Trigger
Request_In EXECUTE
Request

The transfer process is always triggered from SAP
Cloud Integration, either manually by an
administrator, or automatically by a scheduled,
periodic process.

SAP Cloud Integration calls an OData service that
extracts data according to filter values.

The employee data is then transferred to SAP
Access Control as a SOAP message

Once data arrives in SAP Access Control, Access
Control takes actions based on BRF+ rules.

An access request is created with the correct

Provisioning to target applications

& agrifirm



|IAM mapping tabel

General

|
K| validated? Kl Label

=

3
5
=
7
|
11 DR

13

x
[ S
oK
. comm—

21
22

Jira Uitzoeken ) Retrospectives - Bo. [ SAP BO - Home

o

1

OData API Version Control

OData API Basic Authentication Configuration

OData API Metadata Refresh and Export

+ | T

v SuccessFactors T1 Tests *
> ov Agrifiem SFEC get Email
> oer Agrifem SFEC get displayName
> 0T Agrifiem SFEC get Empjcb

i 3 Agrifirm SFEC get Emall
GEY v htips: ©q 360
Params ation  Headers (8)  Body  Pre-requestScript  Tests  Settings
Query Params
Key Value
S$tiver personigExternal aq 360

Description

| Display Users
>

(Changed By 1_22GRC To1.11.2023011:45:48 Status Saved

| Password Status Intal Password (Set by Adminstrator) i)
User Group for Authorzation Check ]

‘luurm [22_WE%_USER | Agefem - GRC AR Intal User Group

[ vakdey Perod ]

01.11.2023

[31.12.999)

612851
L102310)
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SuccesFactors Architecture

«»
e
[cam: &
~ Social

" Collaboration
Analytics

*

| Succession &

Tvme & Attendance Organizational A
HR AdmlnlstratloD i > Data Managemenk Global Benefits

v

Development (49“‘""“"'9""* , ‘
- na ) anage Time \ n M
Compensation Performance (| rionewe | &8 )| personaloaa @ l | g T % ) o || 55, Envoee | 3@
oty I S - 7"77 e
& Benefits & Goals @ | Fr— ﬁ;. R - N Tl Manage . Manage ||
@ Employee Central @ | l:;zmg:/ %’ || Termination |||: |||| ’l M:;‘;g:::;‘” % g?m;any I lfm:’::x @f—
¢ | == = T —
£ | Manage Job I:d 2N = Manage \ Record Working \
Learning Recruiting Onboarding || esematon dh)| o5~ ) @)

Employment

o v & Administer
Manage g anage Global Contingent &ﬁ
Apprentices rﬂ lJ Assignment Workforce T

[ [y Global Mobilit # Contingent Workforce
Consunmant @ D | w @ y ) ‘) Management
RS S

SAP SuccessFactors ()

O semnces
T Yo b i

Scope tem (global) configuration

g

These 5cope items are doployod as part of the Configuration fiams calked *Global
I %lllus (XX) » Cove Conlen” (8.9 (0 ) global » & g (Uﬁu‘uly\mutm Speoic
— = 2 deha) All other scope items are deployed as ndividual Configuration Items.
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Clarification different ID’s within SuccessFactors

> Below the SuccesFactor logic for userid/username

> SF username within Agrifirm will be filled with the classical USERID from SAP/ sam accountname in AD

> SF userid will be filled with person-id

The Person
(person-id-external)

The Data

All Employees

Job Information
Username is what |

the users uses to log

onto the system this

User ID 1234 — Comp Information
personal-id external sets e
the USERID

Personal ID External ~
set automatically by

Employment Information

next available number »can s .set L
in the hire process or
set automatically to
be equal to USERID,

but it has to be

I, unique in the
* system.
User Account

(Background Entity USERID set by next et

notvisibieon Ui - i n : e ’: [ T T Onl licable for 3
H that point in time : 7634 nily aj ICabDle Tor
User Account) = Employment Information Y app .
scenarios

Global Assignment
Concurrent
Employment
Rehire On New
Employment (initial
record is inactive)

New employment
gets a new
username 1234-1,
but is not used as
the log is with the
original username

Personal Id external
remains the same

‘?q ”
» 4 royal agrifirm group
better together




Migration to username in SFEC

> Value

> Prerequisite for SFEC to GRC interface (SAP standard)
Embedded Bl startup from SFEC
SAML SSO on e-mail address field

> Alignment with Active Directory data and better data quality overall (for username/e-mail)

Vv

Vv

> Features

> Change username field in SFEC to contain usernames in stead of e-mail address and other data
> Mass data change in SFEC

> |AS is IdP with delegation to Azure AD/ Entra ID

> |AS userdata is filled from sync job SFEC

> Requirements/dependency

> SAML SSO switch from username to e-mail
> |AS/IPS configuration

> Data validation username/e-mail

(%)
& royal agrifirm group
better together



SFEC configuration

>

>

Create SFAPIGRC/SFTARGETGRC user + assign rights

Enable Compound Employee SAP API

IP whitelisting (Cloud Integration)

Basic authentication > OAuth

SFAPIGRC

SFTARGETGRC

GRC

GRC

API

SF TARGET

EKEETE T N

xnﬂﬁ.‘ TTIaan

XN M L
XN N 2

N MM TN .

Wi
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ik
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oLV ST B
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Cloud Integration Suite

SAP Integration Suite
SAP’s hybrid integration platform for the Intelligent Enterprise

SAP SuccessFactors ) SAP apps /
(Govemmonts
SAP S/4HANA . :

2,100+ prebuilt integration packs | 2,600+ APIs | 170+ events Toftter
connectors to 170+ third-party cloud apps —— Slack quickbooks

SAP Customer Experience e
MailChimp SharePoint

Cloud Integration Integration Advisor i ok
SAP Fieldglass |\, End-to-end Al-based integration Commarce arive  SUSE
process integration and metadata management v

PayPal stripe
SAP Concur [C| APl Management SAP Data Open Connectors stagram
Exposing your data as APls, |nte||igence Accelerating connectivity to Salesforce aws
managing the end-to-end lifecycle Data integration, i
SAP Ariba /\\ OSSO More...
SAP Event Mesh SAP One Domain
Sensing and responding Model
More... 1o busness evenis Sharing master data with SAP and
third-party systems
i @Y Microsoft Azure  AWS Alibaba Cloud Google Cloud Platform (Q4 2021) ;i Fully managed

& agrifirm



Cloud Integration

Integration Suite  Cloud Integ)
@ Design Crea
18N
’ Desig
L
Packages (13) Q
o)
© Name Mode Version  Created By Croated Date Description Ac
ADP Payroll Editable 100 rvandelooy@gmail. com Fri, 03 Feb 2023 13:27:24 GMT Package for Succ tors to ADP payroll -1

" Agrifrm version for SuccessFactors Employee Central Integration with GRC
€8} AGF SFEC - GRC Access Control Integrption Ednable 10 h.cnossen@agrifimm.com Frl, 01 Sep 2023 09:33:15 GMT Access Control
b 2000002054, GRC - Modify CPI for SF Integration.

guido koopmannGproxcellen
ce.com

[
g

Custom Package Agrifirm ACC Ednable 100 Wed, 13 Oct 2021 13:31:31 GMT Custom Package Agrifirm ACC -} f (arrEmployeeChangeAttributesSFEC[]]).contains("start_date”)
Date datevValue;
if(attridbutevalue){

21 13:31:23 GMT all artifacts to DEV 8 dateValue = dateFormat.parse(attributeValue);

uido koopmann @proxcelen

Custom Package Agrifirm DEV Editable 100 Vied, 13 Oct

ce.com 3
sttributeValue = dateGRCFormat.format(dateValue);
i e e > - course data - }
GoodHabitz course data to Successfactols LMS Ednable 100 vancelooy @gma Tue, 07 Fob 2023 10:38:54 GMT couse progn A if(attributeOlavalue){
dateValue = dateformat.parse(sttributeOldValue);
ibuteOl = dat +(dat. i
Package Agrifirm TEST UniWin Editable 10 wysnweeghel@agrfirm.com  Wed, 07 Ape 2021 13:0205 GMT Package Agrifim TEST UniWin -] : attributeOldvalue = dateGRCFormat.format(dateValue);
C Injoice . _— ) " Y 10 Oct 2021 148321 GMT This integration package provides content required to integrate SAP Cloud =
on for !iunnry drable m.bosch@agritem.com Tue, 19 Oct 2021 14:53:2 Integration with SAP Document and Reparting Compliance and external system. =
Update Availsble Node nodeUserChangeltem « xmlMelper.createNode(“item", new String(), nodeUserChange, employeeMRTriggerReceiverRequest);
= T KR - R k01 pa<NAG 30 SetbAa Somvmstuun wth el s xmlMelper.createNode(“FielNamel”, arrEmployeeChangeAttributesSAPAC[]), nodeUserChangeltem, employeeMRTriggerReceiverRequest);
!3! ungary Edrable 107 m.bosch@ agrifem.com Fri, 03 Sep 2021 15:16:56 GMT xmlHelper.createNode( “NewValuel”, attributeValue, nodeUserChangeltem, employeeMRTriggerReceiverRequest);

xmlHelper.createNode(“Oldvaluel”, attributeOldvalue, noceUserChangeltem, employeeMRTriggerReceiverRequest);
xmlHelper.createNoce(“FielcName2”™, “ACTION", nodeUserChangeltem, employeeHRTriggerReceiverRequest);
xmlHelper.createloce( “NewValue2”, actionValue, nodeUserChangeltem, employeeHRTriggerReceiverRequest);
xmlHelper.createloce("Oldvalue2”, new String(), nodeUserChangeltem, employeeHRTriggerReceiverRequest);
xmlHelper.createloce("FielcName3™, new String(), nodeUserChangeltem, employeeHRTriggerReceiverRequest);
xmlHelper.createloce( “NewValue3”, new String(), nodeUserChangeltem, employeeHRTriggerReceiverRequest);
xmlHelper.createNoce(“OldValue3”, new String(), nodeUserChangeltem, employeeHRTriggerReceiverRequest);

B T P— Eot  Confipws Desiy Do

Design 1 AGH SPEC - GRC Access Can i ¢ =
’ B AGF SAP SuccessFactors Employee Central 1 SAP GRC Access Control Integration for Empioyee Authorization

AGIKSAP Suxconsd actons Lmphopws Corerat 2 SAP

= 6c 1w Acoms Cos by Lmsteyes Abarcaton

©) > Commetrioster

Nede nodeCustomFields = fnlHeloer.createNode("CustosFields™. new Strine(). nodeItem. emoloveeHRTrieserReceiverReauest):

A
orsemea viscey
o
L] =S
9 -
ot e s Gt
Data Browser: Table Select Entries
%A BR A9 ¥ A2QT/@<=s B K
Table: GRACSTLCUSRCNNG
1
RfFER F1ELD e oLo ‘3 )_HNE3 0203 )
- a Pracems_wes oo 100 o 1.demolfagrifire. com ATION
o 1108 0 demol 4 actios
W A 100 L.demolfagrifire.con acTics
- o e 100 00 L.demolbagrifire.c accm
- 1 100 004 L.demolBagrifine. o acTice
v 100 00 L.demolfagrits BUSINESS AREA acTICN
H 109 mmxm S demolbagri COMPANY ACTI0N
ot 100 |CO22BRAAIALSHLELEI2FTESL’ 004 demolBagrifire.coe CoapaNy_T oRY_CO0E| acTice
H 100 00 .demolfagrifire.con DEPARTMENT acTIon
! 109 demolbagritize. FERSCIMEIARLA acTI0m
t 108 demolpagrifize.c pupice acrics
ey 108 demolfagrifire.com EMPROSITIO W18
1509 demolBegzity xcrice
108 desolfagrifies actrem
Ecli iet benodigd! g Pty e
ClIps niet benodiga: 105 acrics
108 = acTIon
11000 < AcTI0N
108 actics
108 \demo2fagritire. acTI8
1108 g AcTI08
108 e ohy_cove| actics
s 100 ire.com acTIon
109 2hagritize.con actiom
1o =.c ACTICN
Operation Detats: [Enty: CompoundEmployee - e L e e ————————————
Operation: Queey

Query. SELECT person, personal_inbormation, sddress_informaricn, phone_informartn, emad_information, empioyment_infommation, job_intsrmation FROM CompoundEmpioyee WHERE (uat_madted_on »
10_datetime( Siproperty masDateFromLastRun]) AND romDate = 15_date(Sisroperty FromDane) YYYY-MM.DD) AND toDate = to_date(S(peperty ToDate). YYY¥-MM.DDY) AND sContingentiVorker IN (0. 1)

, . .
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Overall GRC architecture and relation with SFEC as source

Access Control 12.0 Release

S

SAP GUI/ Web Browser Figure 1: Integration Overview
Web GUI for Mobile "> Ko Eaticlipad BOBJ Client
HTML 1O NWBC Portal
| Fioiapp | | woasaPGuinTML |

O

| |
TP Access Control 12.0 Release
SAP Portal '(; Frontend Server e v ¢ v
—O0—{ Nwel
Web Service | Access control Ul Component |
SAP ERP/NW SAPHANG
N SAP UIS 1.52 Ak — — —
ERP Plugin O Foundation
—— RFC for SAP GRC
NW Plugin Access Control 12.0 Backend
L}
S/a HANA OP o | e Wk Ao Tata | —O-lr{ GRCSearch
O
-

| Access Request Management |
Mantty ik
Access I = |

Governance

»
S/4 HANA
Cloud Edition

[' \ HANA Integration

SAP SLT
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GRC configuration

Activate web service GRAC_SFEC_HR_ TRIGGER (SOAMANAGER)

Create request types

Maintain HR triggers

Configure BRF+ application SFEC_HR TRIGGER APP “"
Mapping BRF+ Function ID to GRC AC R

t

Rule to Role mapping = -
> Back end (BRF+) =
> Front end (GRC Tile) ‘

BRF+ decision tabel opbouwen

Application mapping

Appl Id BRF Function I1d
HR Triggers . ¥ '&™¥0J"1° ™" 1IP=90J=="& rd7FD SAP_GRAC_ACCESS_REQUEST
Rule to Role. Y " Ik MrA“"IIIF MTIPPFT"J". 49D SAP_GRAC_ACCESS_REQUEST

Pending Tasks

Active MSMP Process ID
v SAP_GRAC_ACCESS_REQUEST
v SAP_GRAC_ACCESS_REQUEST
v SAP_GRAC_ACCESS_REQUEST
v SAP_GRAC_ACCESS_REQUEST

Maintain Action
Action ID Description

JOIN Doiner
LEAV Leaver
MOV Mover
MUT Mutation

& agrifirm



Staging tabels

Data Browser: Table GRACSFECTRGUSER Select Entries 8

A8 EBER &aFF @ ALIBT BESN
B MANDT TRIGGERID USERID VALID_TO EMPPOSITION EMPIOB PERSONNELNO EMAIL TELNUMBER |DEPARTMENT COMPANY LOCATION COSTCENTER EMPTYPE FULLNAME MANAGER STATUS LMD |STATUS.
100 00000284 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrifrm.com +31 6 46 46 44 72 10190 NL11 NL383020 000 151776  FALLED 20230310110901 Rules are not satisfied for Employee ID cnosseh
100 00000289 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrfrm.com +31 6 46 46 44 72 10190 NLIL NL383020 000 151776  FAILED 20230310230844 Rules are not satisfled for Employee ID cnosseh
100 00000294 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrfrm.com +31 6 46 46 44 72 10190 NL11 NL383020 000 151776 FALLED 20230311110848 Rules are not satisfied for Employee ID cnosseh
100 00000299 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrifrm.com +31 6 46 46 44 72 10190 NL11 NL383020 000 151776  FALLED 20230311230828 Rules are not satisfied for Employee ID cosseh
100 00000304 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrfrm.com +31 6 46 46 44 72 10190 NLID NL383020 000 151776  FAILED 20230312110732 Rules are not satisfied for Employee ID cnosseh
100 00000407 cnosseh Position_465 GT_H_1110 101049 h.cnossen@agrfrm.com +31 6 46 46 44 72 10190 NL11 NL383020 000 151776  FALLED 20230525105051 Rules are not satisfied for Employee ID cnosseh
100 00000527 cnosseh Position_465 GT_H_1124 101049 h.cnossen@agrifrm.com +31 6 46 46 44 72 10190 NL11 NL11383020 000 151776  PROCESSED 105044 Request
1100 00000569 cnosseh Position_465 GT_H_1124 101049 h.cnossen@agrfirm.com +31 6 46 46 44 72 10190 NL1L NL 000 151776  FAILED 20231010105033 Rules are not satisfied for Employee ID cnosseh

= Structure: GRAC_S_SFEC_HRTRG_WS_USRCHANGE, SF Employee Central HR Trig...

€ Back| |63 Display = % Check| |[) Save @ |7t Activate| |GB Transport, | & Delete v/ | | | More v
7.2 Staging Tables o e
General Texts Documentation Versioning Transport Information
Once SAP Access Control receives the employee change data, 1t 1s stored in staging tables. If Name: |GRAC_S_SFEC_HRTRG_WS_USRCHANGE | Rename Access Level: | Application
needed, you can use these staging tables for troubleshooting the integration process. The D JARATIANC R AT METFD Storage Type: | System
following are the staging tables: Versoning: 108 Aphcation:  SFEC HR Tigger
Created By VERLOOV Changed By VERLOOV
= == Created On:  10.11.2021 13:24:24 aaed OF i
Staging Table Name Description il
o v Detail
GRACSFECTRGUSER Employee Details = Data Browser: Table GRACSFECUSRCHNG: Selection Screen
. Define Data Binding
GRACSFECUSRCHNG Employee Change Information : ® oo B2 (] Number of Entries
- Binding Type: | Bind to Structure Type (DDIC) | Refresh Binding
GRACSFECUSERCF Employee Custom Fields e (SR e | (i E -
v USERCHNGID 1 y To [ =)
Structure Definition
® Component Name Text TRIGGERID ] v [ ] =
- - - | |
Table GRACSFECTRGUSER contains a processing status for each record. The possible statuses S St USERD P 1
: ; & OLD_VALUE1 SFEC HR Old Valuel FIELD_NAMEL to =
are listed in the table below. A NeW VRLDEL SeEC IR ey ek OLD_VALUEL o | =]
A FIELD_NAME2 SFEC HR Field Name 2 NEW_VALUE1 | =)
< & & OLD_VALUE2 SFEC HR Old Value2 FIELD_NAME2 to ' &
Processing Status Meaning N e OLD_VALUE2 to e
" [ 3
OPEN Record is not yet processed 4 FIELD_NAME3 SFEC HR Field Name 3 NEWLVALIE2 L —
& OLD_VALUE3 SFEC HR Od Value3 FIELD_NAME3 to =
PROCESSED Request successfully created A NEW_VALUES SFEC HR New Value3 OLD_VALUE3 Sl 12
NEW/_VALUE3 2 &
FAILED Request was not created due . =
o errors Width of Output List ["so0]
Maximum No. of Hits 200

Alle tabellen obv change history

& agrifirm



SF GRC Integration Agrifirm

SuccessFactors

SAP Cloud
Integration

-

BRF+ GRAC_SFEC_HR_TRIGGER_APP132340

o

~

GRC

~

BRF+ ZRULE2ROLE
Translates HR Attribute (Emlpoyee Job)

FIORI GRC \
Maintain Rule to

Role Mapping
Maintain Rule to Role Mapping

to Rule
/ .
pooCT) fx ZCREATE_COMP_JOBCODE
Lo fx ZCREATE_COMP_JOBCODE
12 ; =BE11 ; =BE1 1 _ System Envionment  Role Type
Translate Rule to Roles (Business or
Composite)
Deployment Debl Deployment
eployment SAP related AD groups
SAP Cloud systems SAP systems ;
(e.g. C4C) (e.g. Mendix, SAC)

& agrifirm




BRF+ tip

| Workbench | (Toals |
. .
Staglng velden bufferen voor goede selectie o Bt il
ploifawe ) | = [< Back| | [62 Display| | ' Chock| (@ Save | [ 5% Activate] (@ Transpont| | (@ Deteta v | | [More v
ol|[allv]|[a]la + General
I =l Favorites Generl  Texts
«GQ BE AF ¥ HSQT @=s B Ko e
Shii s : Sedating e o Name: Rename
Table: GRACSTECUSRCENG v ¥ DECISION_TABLE_ACTION
- . > Last Changed (13) o
I\ | FIELD MuEl OLD_VALUEL WEW_VALUEL FIELD. VALUEZ | FIELD NAMES VALUES > Uses Versioning: ONf Application/E|
) 40000 | CORaBARSARBRIRERRIRIRAIISSRRNON| 00000422 | L. sematBagrisizn con user1d L.demolBagritim.con Pt mseRY > Where Used
|7509 | OREASAABAAERESGTEGATSSBRGRRA| 200004 e g com ey L semoigegeitin.con scrics proensd gy CrosiedBy: . [VEHLOCH:
u 00000428 L. Semo1Ragzitirs.ccm nose Lazas ezicn HsERT —
g= 00000428| L. Semolfagrifisn. com Lo [Demol acTice NsERT > fx ZCURRENT_DATE 0. B . Created On: 10112021 122424
0 CORIBASSARBSIERESITIEALISSEAIONE| 00000426 L P 12308 rezicn mseny
2001 | COR2BASAABSAERESFTEALISSEMBIA| 00000422 L. Semolfagzstisn. com BusiNEss_anea 1018 xczics seny > fx USER_UPPER Les « Detal
| 100 || CO22BARSABSIEEESIRIEALISSEREONE| 00000428( L. semclRagrisizn com CoMpASY WLt Pt INSERT v Loop
| /100 | COO2BASSACBSIEEESARIEALISSENSONE| 00000425( L. SemclRagritizn com COMPANY_TERRITORY_CODE| 1) Pt INSERT o !
97_ | COO2BARSABSIEERSIFTEAITSSERNONA| 00000422| L. Semolfageisizn com DEPARTMENT 10050 eicn INSERT v C LOOP_HR_CHANGE (-] | Context Overview | | | Star: Simutation
/100 COR2BANSAABSIEEES2ETEALTSSENCON | 00000422 (L 1002 acTIcH [T
| 100 | | COO2BARSAABSIEERSIFIEALTSSEARONE| 00000428( L. Semolagrisirn.com EMP20E 6T_8_1001 st INSERT > Last Changed (32) P A Perform Act
97- CD02BA4IAABSIEEESIFIEALTS5EB004| 00000422 oy Featzicn 20 ncrics INSERT > Uses roosssing Mode: ™ Action 23
| CO22BARAABSIERRSOFTEALTSSERONA| 00000428| L. Semolfagrisirn. com EMPLSTATUS 2 cion NSERT .
| 200" | COR2BARSAABSIEERSOETEALTSSEBAONA| 00000428 L. Semolfagritire.com vt = rcrion HSERT > Where Used Result Data Object: B ACTIONS
Dy- | CD22BA4IAMBSIEEESIFIEALTSSEBE0NE| 00000428 L. SemolRagrifizn. com VALID_FRoM 20230501 Pt INSERT v Function
| COO2BA4IAMBSIEEESAFIEALTSSEBO0NE| 00000428 L. Semc2fagrifizn. com USERID L.demo2agrifirm.com acTIoN INSERT L Mode:  For Each Entry in... v
g | CO22BA4AAMBSIEERSFTE1ISSEBE0N4| 00000428 | L. semo2fagrifirm. com BAIL L.demo2fagrifirm.con acTIon INSERT > A SFEC_TRIGGER_FUNCTION 0B . roop Yode
| COQ2BANSAABSIEEESOETEALTSSE000M | 00000428 L. Semo2fagritire. com e Latan acTics INSERT
g- | COQ2BAGAAMBSIEEESIFTEALTSS802004 | 00000428( L. semc2fagritirn. com LME Demo2 acTIoN INSERT v Rue For each entry in table T GRAC_T_SFEC_HRTRG_WS_USRCHANGE “ with line type =2 GRAC_S_SFEC_HRTRG_WS_USRCHANGE
100 | CD22BAG3AMBSIEEESQFTE1TSSECA0N| 0000042¢|L cca €12305 HCTI08 INSERT > B SFEC_MR_TRIGGER_RULE1 zam
| 1001 | COR2BANSAABSIEEESOETERLTSSRCE0M| 00000428 L. Semc2fagrisirn. com compANY 2810 scrics INSERT B ¥ Hide Condtion C
:‘1 | COR2BAMAMBSIEEESOFTEQ1SSEC80N4| 00000428 | L. Semc29agritirm.com COMPANY_TERRITORY_CODE| £ acTIon INSERT > & SFEC_MR_TRIGGER_RULE2 .. o
coaamaezAsms EEESaEIEALTSSECARA | 2000042z L A xcriom IwseRT With selection conditions: ondkion ¥
=l | CDO2BANAMBSIERESOFTEALTSSE000N| 0000042¢| L. emo2fagritim. com EvENT = [ncTios INSERT > A ZSTORE_COMPANY o .
| /100 |COR2BAIAMBSIERESITEAITSSECEON| 00000422 | L.cemo2fagratizn.com VALID_FRoM 20230901 acrios INSERT > EZSTORE_EMAIL 0. &3 W 5 Repeat the following operations:
> ERZSTORE_EVENT Le. Rulés
> & ZSTORE_USERID La e
> Ruleset
> U9 ZRULEZROLE 2B 8 « An exit condition defines the termination criterion of the loop. I the condition is met, l0op execution stops.
> A USER_DEFAULT_FUNCTION Lae + A continue condition defines a condition that must be met for the l0op execution to coNNue.
(1) Rule: No description avallable
Process rule: [ ZSTORE_USERID
(2 ) Rule: No description avalable
Process rule: ) 7STORE_EMAIL
Table Contents
Rule: Store company info
;) | |@| @ ||A]lv]|Fna Next| | Previous ®) 9
Process rule: (3 PANY
[ FIELD_NAME1 NEW_VALUE1 ZUSERID ZEMAIL OLD_VALUE1 ZUSER_EXIST NEW_VALUE2 ZEVENT ZCOMPANY ZEMAIL_OLD ACTION_ID ESRIHE COS Ba
[[] =EVENT v =H ;=SCWK ;=R v starts with a ; starts with t contains string @agrifirm.com ; contains str is intial v is intial v S, e =307 v
[] =EMPIOB v <>SFEC HR Old Valuel starts with a ; starts with £ is not infial is not inital -~ v N v v e
[ =vaup_T0 <Current Date starts with a ; starts with | s not intial 5 is not initial v v =ECWK ; =10 ;526 . v Process rule: B ZSTORE_EVENT
O N starts with a ; starts with £ is not intial v -V Is not initial LN N N\ Is not initial
[J =vaup_10 >Current Date starts with & ; starts with t is not initial N is not initisl v =ECWK ; =10 ; 226 v e v (5) Rule: Process Rule2
[] =EVENT v =5 v starts with a ; starts with t contains string @agrifirm.com ; contains str s Inklal s initlal ~ SN i v S Process rule: [ SFEC_HR_TRIGGER_RULE2

;@ agrifirm



Succesvolle mover (SF>CI>GRC>UMR)

.
+2royal agrifirm group M Detaits ~

8 Henk Schut v 7 Solution Architect (Position_5797)

Personal i v {0 v Notes Talent Profile v Background information Vv

Job Information @ Servie
ncegradon Content (27] AGF SAP SuccessFactors Employee Central to SAP GRC Access Control Integration for Employee Authorization Undeg whoa
.
P y
Fopd WA
wopedy % Access Request: 1000004780

whtag vz 54 12 Unfidn

by

Ol L = o 4 o 0 Request Type: Mover Due Date: 26.07.2023 Priority High UserID SCHUTH User Name Henk Schut Requestor | _ZZSF_GRC_P

P

AGF SAP SuccessFactors Employee

Contral to SAP GRC Access Control Reason for Request Attachments Preview

Integration for Employee Authorization

ﬂ.s’, A 5 : (@) The table does not contain any data
tegraton Flow

Nespry Percd hLaOe

* Description:

s bagpig
craren el 3ETR

e

Request Details

133 - Nasanda o 54 1z Ui
User Access Risk Violations User Details Audit Log User _— - ~ - — - - .
—__ — Documentation | Address ~‘logonData |} SNC | Defaults . Parameters | Roles | Profies
e A L =it N et pa
o e Audit Log
Seas Candany , |
ZEMANG w S Print Expand All| ' Collapse All Alias
Carten Dolo =
PR Audit Log User Type Biog
1

*) v Request 1000004780 of type Mover Submitted by |_ZZSF_GRC_ Securty POkY
AGPCLNT100 System added to user SCHUTH in the request for a Password

Business Role B:NL11:IT:SOLUTION_ARCHITECT added for actio Password Status Production Password
Automatic risk analysis performed successfully using ruleset AGF,

Tapd cefa S8 o G0 o 55

Vv Auto provisioning activity at end of request at Path NO_STAGE_PATI
Business role B:NL11:T:SOLUTION_ARCHITECT is assigned to u | | USer Group for Authorization Check

Composite role 1XXXXXX:TXXX:ARCHITECT assigned to user SC User group ZZ NEW USER Agrﬁm - GRC AR Initial User GI'OUD
Composite role EXXXXXX:TXXX:APP_CON_ECC assigned to uset

Composite role EXXXXXX:PXXX:ARCHITECT assigned to user SC

Composite role EXXXXXX:DUNI:ARCHITECT assigned to user SCI | | Vaidty Perbd
Composite role 1:XXXXXXX:D100:ARCHITECT assigned to user SC! | | Valid from 26.07.2023
Manager SF/CI/G RC SYStem Composite role 1XXOOOOCAXXX:ARCHITECT assigned to user SC valid to 31.12.9999
1  Other Data
Automatic Account no. CESESE P8
provisioning Cost center

& agrifirm



Agenda

> Introductie Agrifirm

> Raamwerk en architectuur
> Huidige setup

> Configuratie

> SuccesFactors Employee Central
> Cloud Integration

> GRC Access Control

> Losse toegangsaanvraag
> Rolemining

> Best practices

> Roadmap

> Vragen
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Architectuur losse acces request

> Live connectie werkt niet naar behoren (hard coded erin werkt wel)
> Zoeken werkt alleen met GRACUSER tabel in GRC

Employee Central

Employee Information

Personnel

Employment

Customizing setting for user search in Successfactors data semi online

+2050 should set to NO

+1022 "Connector for which Object Ids may be maintained case sensitive" should be removed

When lowercase userid's are in GRACUSERMAP the search won't work

*User Data Type in User Search Data Source should be empty or SUO1 in "Maintain DataSource Configuration”

At "Maintain Data source configuration" for "user Search Data Sources" set for Target connector "SFPCLNTPRD" user data type

Select User

SAP Access Control to SUO1 or empty it

Provisioning

Risk Analysis
Access Request
Business Role
Access Request
Management \ |,| Usersand
Roles
Workflow
Available
Target System Target System Target System

AGD(1)/100 Change View "User Search Data Sources":
4B e DHR vDoan

Change View "User Search Data Sources": Details

(]

CNOSSEHT... Hayo Cnossen h.cnossen.
D NewEnties DR D @ B B GRCADMIN  Hayo Cnossen h.cnossen...
!
Dalog Structure T T e e HCTEST Hayo hctest h.cnossen
* S User Search Data SOUC! | Target Connector |SFPCLNTPRD
+ CJuser Detal Data Sources r
Sequence

+ CJuser Authentication Dat
+ (CJ€nd User Verfication

User Data Type D

User ID: First Name:  hayo

Email

Last Name:

Maximum Number of Results: 100

User ID First Name Last Name Email

CNOSSEH

Hayo Cnossen h.cnossen

& agrifirm



Access Request mapping with action 4

> Follow note;
3028627 - Mapping SuccessFactors OData service fields to GRC user details - SAP ONE Support Launchpad

> Use EmpJob in oData AP Data Dictionary in SFEC
> Use User in oData API Data Dictionary in SFEC

Connector Group AG_ARM SF

* Connector Action 4

Assign group field mapping
AC Field Name
PERSONNEL NUMBER
SAP USER_ID
JOB
COST_CENTER
POSITION
COMPANY
DEPARTMENT

System Field Name
userld

username

jobCode
costCenter
position

company
department

Table Name

JOBINFONAV
JOBINFONAV
JOBINFONAV
JOBINFONA]

(_u,_l)
5(2 royal agrlflrm group
better together


https://launchpad.support.sap.com/
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Role mining process

Role mining

SuccessFactors

(HR data)
s BW SOLMAN

e

GRC (SAP data)

Proposal A

Saturation Matrix buttom “vp

Validation Role Owner

Fop-dewn

wnN =

Import SFEC and SAP GRC

Role mining

Create proposal in matrix with
saturation levels (i.e. >80% = green)
Validation Role Owner

v ”
9 royal agrifirm group
better togetae:



Rolemining example

Role Type

Environment

Code (Legal Entity) ] Position Title Function B Job Code B Role Description Bl System  [Ej Users with role Employees in job code Saturation Level

= NL10 ~ Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL10 Medewerker Crediteuren _50%
NL10 Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL10 Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL1O Medewerker Crediteuren
NL1O Medewerker Crediteuren B C - NL_O_045 - C:3BEXXX:FTM:AP_ACCOUNTANT - Accounts mmm Agrifirm NWE-BE AHPCLNT100 a4
NL1O Medewerker Crediteuren Finance Regional Fi di Pla: d C NL_O_045 = C:3BE e Th st MD, = A ir SN - Agre 4 50%
. f i2 “BR:El FEED=MDW CREDITEUREN: =
NL10 Medewerker Crediteuren Finance Regional F di dewerker Credil NL_O_045 - C:3NL ‘m\ \/ — N 75%
NL10 Medewerker Crediteuren Finance | Fi dit dewerker Credi NL_O_045 C:3NUXOOCDTSTLOG PLANNER o) I.m__nr ~ 4 75%
NLLo Medewarker Crediteuren Finance Regional i c NL_0_oss -cwmoﬁMA(Busmess Role-FmancevFeed MedewerkeriGrediteure en) 4 2%
NL1O Medewerker Crediteuren Finance Regional Fi di Pl dewerker C NL_O_045 - C:3NUOOGFTM:AP \CCOUNTANT "~ WWW o/ 4 100%
NL1O Medewerker Crediteuren Finance Fi dit dewerker C NL_O_045 = C:3NLXOOCFTM:FIN_MD_ADMIN - Finance Master Data Administrator - Agrifirm NWE-NL AWPCLNT100 a4 75%
NL10 Medewerker Crediteuren Finance Regional Fi dewerker Ci NL_O_045 Ci3fe e R n— footEesmommsmmeemess s mmmme e e - - 4 75%
NL1O Medewerker Crediteuren Finance Regional Fi di Pl dewerker Credi NL_O_04s -C:3 Department Department 2 Poition Title 4 25%
NL1O Medewerker Crediteuren Finance I Fi di dewerker C NL_O_045 = 4 100%
NL10 Medewerker Crediteuren Finance Regional Fi dit dewerker Credi NL_O_045 - C:3|1) PBAC obv "function” data 4 50%
NL1O Medewerker Crediteuren Finance | Fi di Pl dewerker Credi NL_O_045 SC:i Poland 4 125%
NL1O Medewerker Crediteuren Finance | Fi di Pl dewerker C NL_O_045 C: .[:} 4 125%
NL10 Medewerker Crediteuren Finance I F dewerker Credi NL_O_045 C: 4 50%
NL1O Medewerker Crediteuren Finance | Fi di Pl dewerker Credi NL_O_045 = o a4 25%
NL1O Medewerker Crediteuren Finance | Fi dit Pla: d ker Credi NL_O_045 (e 4 100%
NL10 Medewerker Crediteuren Finance I Fi Credi NL_O_045 F: 4 25%
NL10 Medewerker Crediteuren Finance | Fi Pl dewerker Credi NL_O_045 L3 2) PBAC obv fysieke jobcode 4 50%
NL1O Medewerker Crediteuren Finance I Fi Pl [« NL_O_o4s FX(linked aan “function”) 4 50%

= HR (SFEC) gecombineerd met SAP GRC incl. target systemen »|

=  Gezamenlijk unieke string bepaald en vertaald naar “Function”

=  Name department

= Name department2 PRSI

= Position Title proarement B

b/ ”
tq royal agrlflrm group
better together
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Best practices

- Algemeen
- Datakwaliteit SFEC is erg belangrijk
* Opvoeren valide users in SFEC
* Verwijderen van ghost users in SAP target systemen
* Resources (cloud integration consultant, BRF+, SF consultant)

« Geen big bang

« Joiner

« Username veld wijziging leidt niet tot een trigger

* Mover

* Qude rollen removen gaat nog niet
- Leaver

 Vooruitkijk truc in BRF+ met valid to date

& agrifirm



Monitoring (how to troubleshoot)

« SFAPI audit log *  Monitor processing (eigen tegel maken) « OpDEV (&) MSMP debug maximaal
+  Configuration log instelbaar « FDT HELPERS — BRF+ utilities

S e s R « SLG1 bevat geen info
e — * In GRCSFECTRGUSER zie je ook het request

ble: GRACSFE:

Mot JOTATICN

205 0 0 205 0 14| *° F— b —

FRWCTION| COMPANYID,

STATUS_MISSAGE

f— _ «  GRACSFECUSRCHNG is input voor eerste BRF+
44 44 e —

SERID FIELD JME!

LD_VALUE} | Wew_vALDEL FIELD_JAME2| OLD_Y

AGF SAP SuccessFactors Employee B 100
Central to SAP GRC Access Control Started s Rl TER 150
for Employee Autl " : 100

Log Configuration —

Ma, roll NL ADP

» SRTUTIL voor monitoring soap messages

Employee Central to SAP ERP or SAP

* Bekijken van audit log van request

9 agrifirm
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Roadmap
GRC Optimalizations

2022 ) 2022 ) 2023-Q1 ) 2023-Q2 ) 2023-Q3 ) 2023-Q4 ) 2024-Q1

MigratioRto
usernam&iin SFEC

Movers

F?BA()UO
Pé;A‘: NL11
-

e FIORI access Erequest

: Wusmess roles
PBAC PL10 P
>

-

Leavers

Preapproved
access request

SOD review

SIS :

& agrifirm



Corporate headquarters
Royal Agrifirm Group

Visiting address
Landgoedlaan 20
7325 AW Apeldoorn
The Netherlands

Mailing address
PO Box 20000
7302 HA Apeldoorn
The Netherlands
info@agrifirm.com
+31 88 488 10 00

¢ L ==

People.
HEL
Profit.

www.agrifirm.com/contact




