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Fact & Figures

1892 
Formal foundation of 
the Dutch Agricultural 

Cooperative

± 10,000
Dutch members

3,131
Staff members 

(FTE)

14 countries
with employees

Royal
Since 2012

EUR 2,8 billion 
Turnover in 2022

5,715
Sales volume in 2022

(x 1,000 tonnes)

EUR 194 million 
Profit paid to the 

Dutch members since 2012



Global Presence Royal Agrifirm Group

Production Locations

Sales offices

Export

Joint VenturesProduction locations
The Netherlands, Belgium, 
Poland, Hungary, Serbia, Spain, 
China, Brazil and Uruguay.

Joint ventures
China, Algeria and Ukraine.

Sales offices
Italy, United States, Singapore
and China.



Business Process & GRC Organization

Business process owner
Global Business process lead
Business unit BPL
Key users
End users

The Business Process Organization is the Governance structure that enables effective decision 
making on Business Process and -System requirements and fit for purpose (Balanced Cost vs 
Business Value) Process and Business System solutions.

GRC Role owner

GRC Risk Owner

Riskowners zijn accountable voor SOD conflicten
Directors of Senior management



Group IT Business Applications – GRC Organisatie

H2R R2R LTC STP PtP&D

Group IT Manager Business Applications

Functional support (24/7)
incl. release- and test management

BI & Data Engineering

TAM and Development

Project Management

GRC team
• 1 x GRC solution Architect
• 3 personen Capgemini Authorization

support team India
• Ondersteuning/advies Virgil Verloop
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Solution Overlay
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Architectuur
> GRC has a 3 system landscape model (DAP)

> SuccesFactors has a 2 system landscape model (DP)

> Cloud Integration has a 2 system landscape model (TP), but the integration is configurable

GRC 
Development

(AGD)

SuccessFactors 
Development

SAP Cloud 
Integration Test

oData

SOAP

GRC Quality
(AGA)

GRC Production 
(AGP)

SuccessFactors 
Production

SAP Cloud 
Integration 
Production

oData

SOAP

Unit test UAT

UAT
Alleen EAM

Unittests and User Acceptance tests will be performed on 
the SuccesFactors Dev, CI test and GRC Development.

SP22 SP22SP22

configurable



IAM chain – After Go Live SF>GRC

SuccessFactors 
Production

S/4 HANA Production 
(AHP) – HR minimaster

S/4 Dev (AHD) BW Dev (AWD)

AD Production

User + role provisioning
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Azure AD 
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1. Onboarding in 
SuccessFactors

2. Sync to ADP
3. Sync to IAM
4. IAM generates username and

e-mail
5. HR manually writes back the

username and e-mail in SF
6. SAP CI pulls data via oData

from SuccesFactors
7. SAP CI pushes data via SOAP 

to GRC
8. *Sync to S/4 HR minimaster
9. ?HR manually maintains HR 

minimaster record 
(username/e-mail)

10. GRC triggers joiner access 
request with default role

11. GRC user and role
provisioning to SAP on 
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tickets)
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Huidige setup

Access Risk Analysis
Accurately identify and remediate SoD and critical access violations with 

embedded risk analysis

Emergency Access Management
Temporarily grant super-user status with “firefighter” 

login IDs – in a controlled, auditable environment

Access Request Management
Automate user access assignments across SAP and 

non-SAP systems

Business Role Management
Define and maintain compliant roles in business-

friendly terms and language.

Preapproved path

HR triggers (SF>CI>GRC)

Bedrijfsrollen model

(nog) niet de methodologie

Reviews technisch live
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Integration Overview

SuccessFactors  Employee Data1

SAP Cloud Integration
Converts SuccesFactors data to Access Control format

Joiner Emp Change
(Mover / Update)

Leaver

Access Control Engine invokes BRF+
(BRF+ is configured in Access Control IMG)

Rule to Role Mapping
(Configured in Access Control Setup)

Employee is provision in target systems

2

3



Integration Overview (detailed view)

1. The transfer process is always triggered from SAP 
Cloud Integration, either manually by an 
administrator, or automatically by a scheduled, 
periodic process.

2.  SAP Cloud Integration calls an OData service that 
extracts data according to filter values.

3. The employee data is then transferred to SAP 
Access Control as a SOAP message

4. Once data arrives in SAP Access Control, Access 
Control takes actions based on BRF+ rules.

5. An access request is created with the correct

6. Provisioning to target applications



IAM mapping tabel
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SuccesFactors Architecture



Clarification different ID’s within SuccessFactors
> Below the SuccesFactor logic for userid/username

> SF username within Agrifirm will be filled with the classical USERID from SAP/ sam accountname in AD

> SF userid will be filled with person-id



Migration to username in SFEC
> Value

> Prerequisite for SFEC to GRC interface (SAP standard)
> Embedded BI startup from SFEC

> SAML SSO on e-mail address field
> Alignment with Active Directory data and better data quality overall (for username/e-mail)

> Features

> Change username field in SFEC to contain usernames in stead of e-mail address and other data
> Mass data change in SFEC 
> IAS is IdP with delegation to Azure AD/ Entra ID
> IAS userdata is filled from sync job SFEC

> Requirements/dependency

> SAML SSO switch from username to e-mail
> IAS/IPS configuration

> Data validation username/e-mail



SFEC configuration
> Create SFAPIGRC/SFTARGETGRC user + assign rights

> Enable Compound Employee SAP API

> IP whitelisting (Cloud Integration)

> Basic authentication > OAuth
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Cloud Integration Suite



Cloud Integration

CI - design

GRC Staging
tables

XML content

Eclips niet benodigd!

Cloud Integration
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Overall GRC architecture and relation with SFEC as source



GRC configuration
> Activate web service GRAC_SFEC_HR_TRIGGER (SOAMANAGER)

> Create request types

> Maintain HR triggers

> Configure BRF+ application SFEC_HR_TRIGGER_APP

> Mapping BRF+ Function ID to GRC AC

> Rule to Role mapping

> Back end (BRF+)

> Front end (GRC Tile)

> BRF+ decision tabel opbouwen



Staging tabels

Alle tabellen obv change history



Target systems

GRC

SuccessFactors

BRF+ GRAC_SFEC_HR_TRIGGER_APP132340

Leavers Extensions

Joiners

Movers

BRF+ ZRULE2ROLE
Translates HR Attribute (Emlpoyee Job) 

to Rule

FIORI GRC

Translate Rule to Roles (Business or 
Composite)

Deployment 
SAP systems

Deployment 
SAP related AD groups

(e.g. Mendix, SAC)

Deployment 
SusccesFactors static

groups

Deployment 
SAP Cloud systems 

(e.g. C4C)

SAP Cloud 
Integration

SF GRC Integration Agrifirm



BRF+ tip
Staging velden bufferen voor goede selectie



34

Succesvolle mover (SF>CI>GRC>UMR)

34

Mover Automatic 
provisioning

Manager SF/CI/GRC System

1 2
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Architectuur losse acces request
> Live connectie werkt niet naar behoren (hard coded erin werkt wel)

> Zoeken werkt alleen met GRACUSER tabel in GRC
Customizing setting for user search in Successfactors data semi online
•2050 should set to NO 
•1022 "Connector for which Object Ids may be maintained case sensitive" should be removed
When lowercase userid's are in GRACUSERMAP the search won't work
•User Data Type in User Search Data Source should be empty or SU01 in "Maintain DataSource Configuration" 

At "Maintain Data source configuration" for "user Search Data Sources" set for Target connector "SFPCLNTPRD" user data type 
to SU01 or empty it



Access Request mapping with action 4
> Follow note:

3028627 - Mapping SuccessFactors OData service fields to GRC user details - SAP ONE Support Launchpad

> Use EmpJob in oData AP Data Dictionary in SFEC

> Use User in oData API Data Dictionary in SFEC

https://launchpad.support.sap.com/


Agenda
> Introductie Agrifirm

> Raamwerk en architectuur

> Huidige setup

> Configuratie

> SuccesFactors Employee Central

> Cloud Integration

> GRC Access Control

> Losse toegangsaanvraag

> Rolemining
> Best practices

> Roadmap

> Vragen



39

Role mining process

39

1

2

3

4

1. Import SFEC and SAP GRC
2. Role mining
3. Create proposal in matrix with

saturation levels (i.e. >80% = green)
4. Validation Role Owner

Role mining

Proposal

Saturation Matrix

Validation Role Owner

GRC (SAP data)

S/4 BW SOLMAN



Rolemining example

§ HR (SFEC) gecombineerd met SAP GRC incl. target systemen

§ Gezamenlijk unieke string bepaald en vertaald naar “Function”

§ Name department
§ Name department2
§ Position Title
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Best practices
• Algemeen

• Datakwaliteit SFEC is erg belangrijk

• Opvoeren valide users in SFEC

• Verwijderen van ghost users in SAP target systemen

• Resources (cloud integration consultant, BRF+, SF consultant)

• Geen big bang
• Joiner

• Username veld wijziging leidt niet tot een trigger
• Mover

• Oude rollen removen gaat nog niet
• Leaver

• Vooruitkijk truc in BRF+ met valid to date



Monitoring (how to troubleshoot)

• Op DEV ➡ MSMP debug maximaal
• FDT_HELPERS – BRF+ utilities
• SLG1 bevat geen info
• In GRCSFECTRGUSER zie je ook het request

nummer

• GRACSFECUSRCHNG is input voor eerste BRF+

• SRTUTIL voor monitoring soap messages
• Bekijken van audit log van request

CISFEC GRC

• SFAPI audit log • Monitor processing (eigen tegel maken)
• Configuration log instelbaar



Agenda
> Introductie Agrifirm

> Raamwerk en architectuur

> Huidige setup

> Configuratie

> SuccesFactors Employee Central

> Cloud Integration

> GRC Access Control

> Losse toegangsaanvraag

> Rolemining

> Best practices

> Roadmap
> Vragen



Roadmap
GRC Optimalizations

Migration to 
username in SFEC

Joiners trigger

PBAC PL10

Preapproved
access request

PBAC NL11

SOD review

PBAC NL10

Leavers

Movers

FIORI access request 
with business roles

Extensions

2022 2022 2023-Q1 2023-Q2 2023-Q3 2023-Q4 2024-Q1

UAR



www.agrifirm.com/contact

We are the Royal Agrifirm Group, 
a Dutch Agricultural Cooperative with 
more than 10,000 members.

Corporate headquarters
Royal Agrifirm Group

Visiting address
Landgoedlaan 20
7325 AW Apeldoorn
The Netherlands

Mailing address
PO Box 20000
7302 HA Apeldoorn
The Netherlands
info@agrifirm.com
+31 88 488 10 00


